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'A - Wikipedia, the free encyclopedia http://en.wikipedia.org/wiki/RS

p=06landg =53

2. Compute 1 = pq
n = 61-53 = 3233

3. Compute the product of totients. For primes the totient is maximal and equalsx — 1.

Therefore (pg) = (p —1)(g - 1)
p(61-53) = (61 —1)- (53 — 1) = 3120

4. Choose any number e > 1 that is coprime to 3120. Choosing a prime number fore
leaves you with a single check: thatée is not a divisor of 3120.
=17
5. Compute d such thatde = 1 (mod p(pq)) e.g., by computing themodular

multiplicative inverse of € modulo y(pg):

d= 2753 :

since 17 - 2753 = 46801 and 46801 mod 3120 = 1, this is the correct answer.
(iterating finds (15 times 3120)+1 divided by 17 is 2753, an integer, whereas other
values in place of 15 do not produce an integer. Theextended euclidean algorithm
glilgg jch% ;g%l;tion toBézout's identity of 3120x2 + 17x-367=1, and -367 mod

is '

The public key is (n = 3233, e = 17). For a padded message M the encryption function is
m!T  mod 3233 or abstractly:

c=m° modn

The private key is (N = 3233, d = 2753). The decryption function is 22753 m0d 3233
or in its general form:

m=c® modn
For instance, in order to encryptim = 123, we calculate
c=855=123"" mod 3233

To decrypt ¢ = 855, we tap

m = 123 = 85522 mod 3233

Both of these calculations can be computed efficiently using thesquare-and-multiply
algorithm for modular exponentiation In real life situations the primes selected would be

much larger, however in our example it would be relatively trivial to factom, 3233, obtained
from the freely available public key back to the primesp and 4. Given &, also from the public

key, we could then compute d and so acquire the private key.

Padding schemes
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