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The ultimate limits of privacy 

and randomness… 

…for the paranoid ones



Is there a perfect cipher? 

Key distribution – the holy grail of cryptography

Quantum physics comes to the rescue 

Less reality more security

Outline



• PERMUTATIONS
– SCYTALE (400 BC)

• SUBSTITUTIONS
– CAESAR SIPHER (50 BC)

• PERMUTATIONS + SUBSTITUTIONS

Basic techniques



Permutation of characters

400 BC
SPARTAScytale



ABCDEFGHIJKLMNOPQRSTUVWXYZ

DEFGHIJKLMNOPQRSTUVWXYZABC

ABCDEFGHIJKLMNOPQRSTUVWXYZ

ABCDEFGHIJKLMNOPQRSTUVWXYZ

A  T   T  A C K  T O M O R R O W
D W W D F N W R  P  R U U R  Z

50 BC
ROMECaesar ciphers



Code-makers versus code-breakers

ABCDEFGHIJKLMNOPQRSTUVWXYZ

NWDEAPYFGTIJUKLMOZQRSBVCXH

Al Kindi

(800-873)

Julius Caesar   

(100-44 BC)

SUBSTITUTIONS



Frequency of letters in Polish



The most famous lipogram: Georges Perec,  La Disparition (1969) 85000 

words without the letter e:

That's right - this is a lipogram - a book, paragraph or similar thing in writing 
that fails to contain a symbol, particularly that symbol fifth in rank out of 26 
(amidst 'd' and 'f') and which stands for a vocalic sound such as that in 'kiwi'.
I won't bring it up right now, to avoid spoiling it…

Tout avait l'air normal, mais tout s'affirmait faux. Tout avait l'air normal, 
d'abord, puis surgissait l'inhumain, l'affolant.  Il aurait voulu savoir où 
s'articulait l'association qui l'unissait au roman : sur son tapis, assaillant à tout 
instant son imagination, …

English translator, Gilbert Adair, in A Void, succeeded in avoiding the letter e as well

Counterexamples - Lipograms

Gottlob Burmann (1737-1805) R-LESS POETRY. An obsessive dislike for the 

letter r; wrote 130 poems without using that letter, he also omitted the letter r 

from his daily conversation for 17 years…



Lipograms in Polish

"Słońce tego dnia wstało jakieś dziwnie leniwe, 
matowe, bez blasku. Około południa na
powleczone niezwykłą bladością niebo wypełzły
zwały skłębionych żółtych obłoków i w jednej
chwili świat zasnuł się ciemnością".

Najbardziej znany polski lipogram został
stworzony przez Juliana Tuwima i zamieszczony
w tomie "Pegaz dęba". W utworze tym ani razu
nie pojawia się litera "r", co widać w 
przytoczonym fragmencie:



Leone Battista Alberti

(1404-1472) 

Sequence of substitutions e.g. 

7, 14, 19 

Plaintext:   S E L L

Alberti’s encryption disk

Cryptogram:    Z S E S

Polyalphabetic ciphers

Johannes Trithemius

(1462-1516) 

Blaise de Vigenere

(1523-1596) 

Charles Babbage  

(1791-1871)

CODEMAKERS
CODEBREAKERS



From Alberti’s disk to rotor machines

Marian Rejewski

(1905-1980)

Arthur Scherbius

(1878-1929)

CODEMAKERS CODEBREAKERS



The Poles who broke Enigma         (BS-4 Section)

Marian Rejewski

Jerzy Różycki

Henryk Zygalski.

Maksymilian Ciężki

Gwido Langer



SCYTALE 400BC

ALBERTI’S DISC 1450

ENIGMA 1940

Is there a perfect cipher ?



One-time pad 

0 1 1 1 0 1 0 0 1 1

0 1 0 1 1 1 0 0 1 0

0 0 1 0 1 0 0 0 0 1

0 0 1 0 1 0 0 0 0 1

0 1 0 1 1 1 0 0 1 0

0 1 1 1 0 1 0 0 1 1

message

key

cryptogram 

cryptogram

key

message

0 0 1 0 1 0 0 0 0 1 0 0 1 0 1 0 0 0 0 1

KEY DISTRIBUTION PROBLEM



KEY DISTRIBUTION 
PROBLEM

PUBLIC KEY SYSTEMS QUANTUM CRYPTO

RSA

Lattices

Elliptic 
Curves

BB84

E91
DEVICE 

INDEPENDENT

ONE TIME PAD

Quest for perfect secrecy

…

…

Go around Fix it

Quantum Resistant

Make sure you 
know what you are 

doing!



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based 



Post-quantum:  there is still room for improvement



Key distribution problem 

0 1 0 1 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0

The key should be random, sufficiently long
and secret (known only to Alice and Bob)

0 ? ? 1 ? 0 0 ? ? ?

Probability of Eve guessing the key correctly should be very close to  
1

2𝑛

X X

E



Privacy amplification

0 1 0 1 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0

Alice and Bob can turn their partially 
secure key into a secure key as long as they 
can estimate how much Eve knows about 

the raw key.

BASIC IDEA
Suppose Eve knows one of the two bits,

but Alice and Bob are not sure which one



Privacy amplification

0 1 0 1 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0

Alice and Bob can turn their partially 
secure key into a secure key as long as they 
can estimate how much Eve knows about 

the raw key.

Probability of Eve guessing the key correctly should be very close to  
1

2𝑛



The Leftover Hash Lemma

Raw key

Eve knowledgeEve’s uncertainty 

𝛿 secure key



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions 



How to find out how much Eve knows?

0 1 0 1 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0

0 ? ? 1 ? 0 0 ? ? ?

X X

E



Why quantum in cryptography?

“Watching” does make a difference 



Use entanglement! 



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions
• Quantum entanglement  



Quantum cryptography

Device independence etc



Polarization

POLARIZATION IS AN INTRINSIC PROPERTY OF A PHOTON

WE CANNOT JUST “MEASURE POLARIZATION” - WE CAN ONLY MEASURE POLARIZATION 
WITH RESPECT TO SOME SPECIFIED DIRECTION

IN ANY MEASUREMENT WE CAN GET ONLY TWO RESULTS: +1 OR -1 



The story of worry 

“…If without any way disturbing a system, we can predict with certainty the 
value of a physical quantity then there exists an element of physical reality 

corresponding to this physical quantity…”   

DEFINITION  OF EAVESDROPPING



Predetermined or not? 

Do photons have predetermined values of polarizations?



Enter John Bell 

year 1964

Hmmmmmm…..

It is a testable proposition…



Bell’s inequalities…

One of these terms is 0 and the other is ± 2

A1, A2
B1, B2S= A1 B1 + B2( ) + A2 B1 - B2( )

S= ±2 -2 £ S £ 2hence



More recent take on Bell’s inequalities



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions
• Quantum entanglement  
• CHSH non-local game



If A and B are q  degrees apart Alice's and Bob's 

results agree with the probability sin2 q

2

æ
è

ö
ø

Local realism can be refuted…

A1, A2
B1, B2

Experimental fact

Results agree: 

Results disagree: 

-2 2 £ A1B1 - A1B2 + A2B1 + A2B2 £ 2 2



Correlations galore

classical

quantum

Polytope of non-signaling correlations 



Less reality more security

PHOTONS DO NOT CARRY PREDETERMINED VALUES OF POLARIZATIONS

IF THE VALUES DID NOT EXIST PRIOR TO MEASUREMENTS  THEY 

WERE NOT AVAILABLE TO ANYBODY INCLUDING EAVESDROPPERS

TESTING FOR THE VIOLATION OF 

BELL’S INEQUALITIES
TESTING FOR EAVESDROPPING=

A. Ekert 1991



Institut d’Optique d’Orsay (1982) 

Et voilà!
𝑺 > 𝟐

Alain Aspect and his quantum magic



A0,A1, A2
B0, B1, B2

EVE

S = A1B1 + A1B2 + A2B1 - A2B2

Bell inequalities and security

0 0 1 0 1 0 0 0 0 1 1 0 1 0 1 0 1 0 0 1
ERROR CORRECTION

PRIVACY AMPLIFICATION



You need some mathematical gymnastics 

Pironio et al 2010, Masanes et al 2011

Extractors 

Secret key 
Eve distributes the key!  

Quantum Asymptotic Equipartition Property

M. Tomamichel et al (2009) IDD CASE



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions
• Quantum entanglement  
• CHSH non-local game
• Quantum Asymptotic Equipartition Property for entropy



A0,A1, A2
B0, B1, B2

EVE

S = A1B1 + A1B2 + A2B1 - A2B2

Secure as long as…

Alice’s and Bob’s labs are secure - no information leaks

Alice and Bob have free will and can choose their observables

Alice and Bob control and trust devices in their labs 



Parametric down conversion

Entangled photons

Polarizing filters 

& photodetectors

Optical fibers

Polarizing filters 

& photodetectors

DRA MALVERN – OXFORD 1991

And all this can be demonstrated…



…and implemented 



At the mercy of Eve

Courtesy Rotem Arnon-Friedman



A0,A1, A2
B0, B1, B2

EVE

S = A1B1 + A1B2 + A2B1 - A2B2

Device independent 

Alice’s and Bob’s labs are secure - no information leaks

Alice and Bob have free will and can choose their observables

Alice and Bob control and trust devices in their labs 



Towards device-independent crypto

Courtesy Rotem Arnon-Friedman

A. Acin, N. Brunner, N. Gisin, S. Massar, V. Scarani



EAT… 

Entropy Accumulation Theorem (EAT) allows us 
to reduce arbitrary strategies to i.i.d. strategies 
and enables simple device- independent security 
proofs.

Rotem Arnon-Friedman, Renato Renner and Thomas Vidick. 
Simple and tight device-independent security proofs. 
SIAM J. Comput. 48, 181 (2019). doi: 10.1137/18M1174726

https://doi.org/10.1137/18M1174726


You can have your key and EAT it



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions
• Quantum entanglement  
• CHSH non-local game
• Quantum Asymptotic Equipartition Property for entropy

• Entropy Accumulation Theorem (EAT) – a real challenge ☺



It is not true that nothing changes in Oxford 

From Oxford in 1991… …to Oxford 2021



End of worries?

You need perfect randomness, right ?



A0,A1, A2 B0, B1, B2

EVE

S = A1B1 + A1B2 + A2B1 - A2B2

Device independent & “partial free will” 

Alice’s and Bob’s labs are secure - no information leaks

Alice and Bob have free will and can choose their observables

Alice and Bob control and trust devices in their labs 



nature.com/nature
27 March 2014 £10

Vol. 507, No. 7493

ar chaeogenet ics

t h e  w ay  
w e  w e r e

Ancient DNA is rew riting 
human prehistory

page 414

quant um physics

w h y  it ’s  a l l  
a bo u t  me

On the physical 
nature of the Now

page 421

biomedicine

 ma Ke  t h e  
mo s t  o f  mic e

Better use of disease m odels 
can save human lives

page 423

How to keep a  
secret

  
page 443

t he int er nat ionaL WeeKLy Jour naL oF science



Look it up - your homework 😀

• Public key cryptosystems: RSA, elliptic curves and lattice based
• Randomness extractors and privacy amplification
• Why cryptographers use min-entropy rather than Shannon entropy? 
• Define security using Kolmogorov / trace distance between probability distributions
• Quantum entanglement  
• CHSH non-local game
• Quantum Asymptotic Equipartition Property for entropy

• Entropy Accumulation Theorem (EAT) – a real challenge ☺

• Can we do DIQKD with partially secret randomness – your research project ☺

• …



How to quantify what we do not know? 


