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PRECISION OF SEQUENTIAL
CHANGE POINT DETECTION

Abstract. A random sequence having two segments that are homogeneous
Markov processes is registered. Each segment has its own transition prob-
ability law, and the length of the segment is unknown and random. The
transition probabilities of each of the processes are known and the a priori
distribution of the disorder time is given. The decision maker’s aim is to de-
tect the time when the transition probabilities change. The detection of the
disorder is rarely precise. The decision maker accepts some deviation in esti-
mation of the disorder time. In the model we consider the aim is to indicate
the change point with fixed, bounded error with maximal probability. The
precision differs for over and under estimation of this point. The case when
the disorder does not appear with positive probability is also included. The
results extend significantly the range of applications, explain the structure
of optimal detector in various circumstances and show new details of the
solution construction. The motivation for this investigation is the modelling
of attacks in a node of networks. The objective is to detect one of the at-
tacks immediately or in very short time before or after its appearance with
the highest probability. The problem is reformulated as optimal stopping of
the observed sequences. The detailed analysis of the problem is presented to
show the form of the optimal decision function.
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1. Introduction. Suppose that a process X = {X,,n € N}, N =
{0,1,2,...}, is observed sequentially. It is obtained from two Markov pro-
cesses by switching between them at a random time 6 in such a way that the
process at  starts from the state Xy_1. This means that the state at time
n € N has a conditional distribution given the state at time n — 1, where the
formulae describing these distributions have different forms: one for n < 6
and another for n > 6. Our objective is to detect the time 6 based on ob-
servation of X. There are some papers devoted to the discrete case of such
disorder detection which generalize in various directions the basic problem
stated by Shiryaev [II] (see e.g. Brodsky and Darkhovsky [5], Bojdecki [3],
Bojdecki and Hosza [4], Yoshida [18], Szajowski [14] [15]).

Such a model of data appears in many practical problems of quality
control (Brodsky and Darkhovsky [5], Shewhart [10] and the collection of
papers [2]), traffic anomalies in networks (Dube and Mazumdar [6], Tar-
takovsky et al. [16]), epidemiology models (Baron [I], Siegmund [13]). The
aim is to recognize the time of change from one probabilistic characteristic
of the phenomenon to another.

Typically, the disorder problem is limited to the case of switching be-
tween sequences of independent random variables (see Bojdecki [3]). Some
developments of the basic model can be found in Yakir [I7] where the opti-
mal rule for detecting the switching time was obtained, i.e. the time when
the Markov chain of finite state-space is disordered. Moustakides [7] for-
mulates conditions which help one to reduce the problem of the quickest
detection for dependent sequences before and after the change to the case
of independent random variables. Our result is a generalization of the re-
sults obtained by Bojdecki [3] and Sarnowski and Szajowski [9]. It assumes
Markovian dependence structure for switched sequences (with possibly un-
countable state-space). In this way we obtain an optimal rule under the
probability maximizing criterion.

A formulation of the problem can be found in Section [2] The main result
is presented in Section [3

2. Formulation of the problem. Let (2, 7, P) be a probability space
which supports the sequence of observable random variables {X,, },en gen-
erating the filtration

]:‘n = O’(X(),Xl, . 7Xn)-
The random variables X, take values in (E, B), where E is a Borel subset of R.
On (E, B) there is a o-additive measure u. The space (£2, F, P) also supports
an unobservable (hence not measurable with respect to F,,) random vari-
able 6 which has, by assumption, the zero-modified geometric distribution:
(2.1) P(0 = j) = nl{j_oy + (1 —m)p qlysny,
where g=1—p, 7€ (0,1), j=1,2,....
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Additionally, we introduce on ({2, F,P) two time-homogeneous Markov
processes { X%, G! P}, en, i@ = 0,1, taking values in (E,B) where G are
the smallest o-fields for which {X? } 1t = 0,1, are adapted, respectively.

Moreover, {X:},en, i = 0,1, are supposed to have transition densities with
respect to p, i.e., fort =0,1 and B € B,
(2.2) P.(Xi e B)=P(X{ € B| X} =x)
= | fi(y) uldy) = | pi.(dy).
B B

The random processes {X,}, {X°}, {X!} and the random variable @ are
related as follows. On the set 0 = k,

X0 if £ > n,
Xn = X1 ifk<n
n+1—k — 'Y

where {X} starts from X | (but is otherwise independent of X0).
Let us introduce the following notation:

&km = ($k,xk+1, A l‘n) k< n,
Lot =TT e TT 2o
r=k+1 r=n—m-+1

A, = QAi:AkxAkau-xAn, A; € B,
’ i=k

where the convention /2

Let us now define

(2.3)  Sa(@on) = mln(zop) +7 (Z P qLnis1(2o,0) + 7" Lo @o,n)) :
1=1

(24) Gl+1( Lp—1— 1n7a) _aLl+1( Lp_|— ln)
l

+ (1= a) (Y P a1 (@nmir) + P Lo(@aio0)):
1=0

x; = 1 for j1 > jo is used.

where zo,21,...,2, € E" a €[0,1],0<n—-Il—-1<n,and7=1-7

(cf. 2.1)).

The function Sy (z ,,) stands for the joint density of the vector X ,,. For
any Dy, = {w: Xy, € By,, Bi € B} and any x € E we have

PCC(QO,TL) = P(Qo,n | Xo = ﬂ?) = S Sn@o,n) M(dio,n)-
Eo,n

The meaning of the function G, x11(2y ,, @) Will be made clear below.
Overall, our model assumes that the process {X,,} is obtained through
switching at the random and unknown instant 6 between two Markov pro-
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cesses { X2} and {X!}. This means that the first observation Xy after the
change depends on the previous state Xy_; through the transition pdf
fx,_,(Xp). For any fixed di,dy € {0,1,...} (the problem Dg,4,) we are
looking for the stopping time 7* € T such that
(25) Px(*dl < 0—7* < d2) = Ssup Px(*dl < 0—r1 < dg)

TeGX

where &% denotes the set of all stopping times with respect to the filtration
{Fn}nen. Using the parameters d;, i = 1,2, we control the precision level of
the detection. The problem 3,44, i.e. the case di = do = d, when m = 0 was
studied in [9].

3. Solution of the problem. Let us denote
Z\ ") =Py(~di < -n<dy | Fp), n=0,1,...,

Vn(dhd2) = esssup Py(-di <O-7<do|F,), n=01,...,
{re6X, r>n}

(3.1) T = inf{n . Z7(1d1,d2) —_ Vn(dl’d2)},

Notice that if Z%) = 0, then Z\"%) = P (~d, < 0 — 7 < dy | F;) for
7 € &X. Since F,, C F, (when n < 7), we have

Vi dd2) — esssup Py (—dy < 0 — 7 < dy | Fp)

™>n

= esssup By (1{_4,<g—r<d,} | Fn) = esssup Ex(Zﬁdl’dQ) | Fn).

>N >N
The following lemma (see [3], [9]) ensures the existence of a solution.

LEMMA 3.1. The stopping time 1y defined by (3.1)) is the solution of the
problem (12.5)).
Zih®) —q,

Proof. From [3], Theorem 1] it is enough to show that lim,, o Zp
For all natural numbers n, k with n > k, we have

Z7(Id1,d2) — Ex(]l{—dlge—nng} | ]'-n) < EI(SI;I; ﬂ{—d1§6’—j§d2} | .7'—”)
J>

From Levy’s theorem, limsup,, ., A <Eu(supjsg Li—d,<0—j<ds} | Foo)
where Foo = 0(UpZ; Fn)- We have imsup,sy y o0 L{—d,<—j<do} = 0 a.s.
and by the dominated convergence theorem we get

lim E Te_ iy Foo) =0

i Bo(Sup L <o} | Foc) as
The proof of the lemma is complete. m

Through the application of the following lemma (see also [9, Lemma 3.2])
we can limit the class of possible stopping rules to 6dX1+1a i.e. the stopping
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times must be at least d; + 1. Then the rule 7 = max(7,d; + 1) is at least
as good as T:

LEMMA 3.2. Let 7 be a stopping rule in the problem (2.5). Then the rule
7 =max(7,d; + 1) is at least as good as T.

Proof. For 7 > dy 4+ 1 the rules 7,7 are the same. Let us consider the
case when 7 < dj + 1. We have 7 = d; + 1, and since P,(0 > 1) = 1 we get
Po(—di <O0—7<do)=Po(t1—d1 <O<7+4+ds) =P,(1 <0< 7+4dy)

SP,(1<0<d+di+1)=Pu(f—di1 <0< 7+d)
=P,(—di1 <0 -7 <dy).
In the case 0 < P,(7 > d; + 1) < 1 it is enough to replace 7 by d; + 1 on
{w: 7 < d;}. This is the expected conclusion. =
For further considerations let us define the posterior process:
Iy =,
I, =P,(0<n|F,), n=12...,
which is designed as the current information about the distribution of the

disorder instant 6. The next lemma transforms the payoff function to a more
convenient form.

LEMMA 3.3. Let
32 A0 = (125" +g Z e )
where xg, . ..,x4,+1 € E and o € (0, 1). Then
P,(—d; <6 —n <ds) = E,[h(X II,)].
Proof. We rewrite the initial criterion as the expectation
P,(—di <0 —n<dy) =E;[Py(—di <0 —n<ds| F,)]
:Em[Px(QSTl'i‘dQ‘fn)_waSn—dl_l ’Fn)]

The probabilities under the expectation can be transformed to the convenient
form using Lemmata|A.1] |A.4|and [A.5| of the Appendix (cf. [9, A1 and A4)).
Next, by [9, Lemma A5| (setting I = dy) we can express P,(0 <n+dy | Fy)
in terms of II,,. Straightforward calculations imply that

n—1—dj,n

Px(_dlge_n§d2’fn):<1_pd2+qz $+1 ndl 1n)>(1—ﬂn)
LO An—di— ln)

This proves the lemma. =

LEMMA 3.4. The process {nn tn>d,+1, where n, = (X

n—dl—l,nvﬂn)f 5 a
random Markov function.
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Proof. According to |12}, Lemma 17, pp. 102-103| it is sufficient to show
that m,+1 is a function of the previous stage 7, and of the variable X, 1,
and moreover the conditional distribution of X, 1 given F, is a function
of ny. Let us consider, for z, ..., x4 42 € E, a € (0,1), the function

Frayn (@ar2)(a + pa))
Gl (gd1+1,d1—|—27 a) ‘

We will show that 1,11 = ©(nn, Xnt1). Notice that (see Lemma or
[9, Lemma A5| for [ = 0)

@(zo,dﬁrl? «, xd1+2) = (xl,d1+27

f)lfn( Xnt1)(q + plly)
Gl( nn—l—l?H)

(33) HnJrl =

Hence

90(77717 Xn-i-l) = QO(andlfl,n? I, Xn+1)

f)l( (Xn+1)(q + plly)
=X Xnt1, =
<n—d1,n’ +1 Gl( nn+17H )

= (andthrl) Hn+1) = "n+1-

Define F, = o(6,Xg,,). To see that the conditional distribution of X, 41
given F, is a function of 7, let us consider the conditional expectation of
u(Xy41) for any Borel function v : E — R given F,,. The properties of the
conditional expectation and Lemma imply

Eq (u(Xn 1) | Fn) = Ba(u(Xnt1) (1= 1) | Fo) + Bo(u(Xn 1) g | )
= Eo(u(Xpn41) Lgsns1y | Fn) + Eo(w(Xng1)Lp<niny | Fn)
= Em(Ez(U(Xn+1)]1{0>n+l} ‘ ﬁn) ‘]:n)

+ E; (Eo (u(Xnt1) Lig<ntay | Fn) | Fn)
= B (Lpons ) B (u(Xns1) | Fn) | Fo)

+ Eo(Lip<n 1) Bo(u(Xnt) | Fu) | F)
= Yu)f%, () 1ldy) Po(0 > n+ 1] Fy)

E

Su( ), () i(dy) Po(6 < n+ 1| F)

u(y)( IL) 1%, () + (¢ + pIT,) fx, (v)) 1(dy)
u X, y, 1) p(dy).

R
S

This is our claim. =
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Lemmata and are crucial for the solution of the problem .
They show that the initial problem can be reduced to the problem of stopping
the Markov random function 7, = (X,,_4, 1., In) with the payoff given
by . As a consequence, we can use the tools of optimal stopping theory
to find the stopping time 7* such that
(3.4) E;[h(X II.+)]= sup E;h(X

T€6d1+1

T*—d1—1,7%> T—dl—l,T7H7—)]'

To solve (3.4)), for any Borel function u : E4+2 x [0,1] — R define
T“@o,d1+1a Oé) =E; [u(gn—dl,n—f—la HﬂJrl) | Xn—l—dl,n = Z0,dy 41> I, = Oé},
Qu@o,d1+1a o) = maX{u@o,dlﬂa @), Tu@o,dﬁb )}

By the definition of T and Q we get

LEMMA 3.5. For the payoff function h(zg 4,11,a) characterized by (3.2)
and for the sequence {r}3°, given by

d Ly fU1d +1)
ro(Z1,4,11) = [1 AR Z P Lo(z, d1+1)}’
1

— do w Lin(z1,4, 12) )

rk@l,dlﬂ) = pISEmaX{l —p-°+ qu:l m7 Tkl(¢2,d1+2)}
X fgdlﬂ (g, 42) p(deq, 42),

the following formulae hold:

Qkh@l,dﬁma)

di+1 L

(xld +2)
=(1—a)max{1—p® +gq A (2 , k>1,
(1-a) { 3 e e

TQkh(ll,dﬁza a)=(1- Q)Tk(l2,d1+2), k > 0.

Proof. By the definition of the operator T and using Lemma (with
[ = 0) given that (X,,_4, 1 n, 1) = (21 4,42, ) We get

Th(zy 4,42, @) = Ex[W( X gy g1 Hnt1) | Xy —10 = Ty 425 n = @

Lon(X5, gy nt1)
=E, [(l D D W) (1= Iny1)

n—dq n+l>

Xn—dl—l,n =2y d,+2> II, = Oé:|

d1+1

:p(l—a)S(l—pd2+qZ

1
m—1 x2 d1+2) fﬂ?d1+2(‘rd1+3)>

P Lo(Z9.0,42) 12, ,,(Tdi+3)

% fwd1+2 (xd1+3)G1 (£d1+2,d1+37 Oé)

p(drg, 43)
G1(Zg, 12,4435 @) '
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di+1

. do L $2d1+2)
—pl—a[ —-pP+q — Tay43) p(dra; +3
( Tnzlé mLO x2d+2) J;d +2( 1+) ( 1+)

d1+1

= (a1t 4
Directly from the definition of Q we get

Qh@l,d1+2a Q) = max{h(%,dﬁga a); Th(z, ,d1+2> a)}
di+1

(5'31d 2)
=(1-a) maX{l pd2 +q Z mL—H_§ 7"0(@2@1—&-2) .

0($17d1+2)

Ly—1(z9 d1+2)

—(1- .
p™Lo(zo d1+2)} (L= a)rolzza,42)

Suppose now that Lemma holds for TQk_lh and QFh for some k > 1.
Then, using a similar transformation to the case of k = 0, we get

TQkh(xl d1+27 )

_E [Qkh( n—di,n+1> n—i—l) |Xn di—1n — Ql,d1+2’Hn:O‘]

d W L (22,4, +3)
J— 1 N
R R D e T,

x (1— OZ)PJ‘}(E)dl+2 ($d1+3)] p(dxg, 43)

=(1- a)rk@zdlw)-

Moreover,
Qk+1h(£1,d1+27 o) = max{h(z; d1+2s a); TQkh(xl 142> o)}
di+1
=(1-a) max{l —pd2 +q 12: M‘ (29 d1+2)}'
P Lo(21 gy 4+2) ’

This completes the proof. m
The following theorem is the main result of the paper.
THEOREM 3.6.

(a) The solution of the problem (2.5) is given by

b, NN Ln(Xg 1)
(3.5) 7* 1nf{n>d1+1 1—p©+q —
Z mLO(Xn—dl—l,n)

> r* (Xn—dl,n) }

where (Xn—d,n) = limp_y00 T'k(Xn—d,n)-
(b) The value of the problem, i.e. the mazimal probability for (2.5 given
Xo =z, is equal to
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P,(—dy <0—71"<dy)
di+1

Lin (%, 21 g, 4+1)
= (1—m)ph*! max{l p®4q L s (2 goa)
]Ed§+1 Z p"Lo(x, 2, d1+1) bt
X L0($a£1,d1+1) p(dzy, ... dza, +1).

Proof. (a) According to Lemma we look for a stopping time equal at
least dy 4+ 1. From optimal stopping theory [12] we know that 7y defined by
(3.1) can be expressed as

lnf{n >dy+1: h‘( n—1—dy,ns n) > Q*h(xn—l—dhnvnn)}

where Q* h( n1—dyn Hn) = im0 Q¥R(X,, 4, s I15). According to
Lemma

di+1
Ly (X
To—lnf{n>d1+1 1*pd2+qz mL((}; di— 1n))
n—di—1,n

di+1
d 2 S n di—1 n) L%
> max +q Z mLo ), T (Xn—dl,n)

An—di—1n

di+1

Lo (X, _ 4

1nf{n>d1+1 1— pd2+qz mL(()? dq Ln)
0

Dn—di—1n

) 2 T*(Xn—dl,n)} = 7_*'
(b) By known facts from optimal stopping theory we can write

Px(_dl <O—-1"< d2) = E{L‘(Q*h(XO d1+17Hd1+1))

di+1
_ Ex <(1 —Hd1+1)max{ d2 +q 12: X0d1+1) . T*(de +1)}>
P Lo(Xo gy 41) o
di+1
Lm(XOd +1)
=E,|E,(1 F max{ 1 — p® + ——— (X
z( o(Lgsay 41y | Fay+1) { p qu:l L0 o) (X1d41)

' Ln(Xoay41)
=E,| 1y max{l—pd2+q — (X })
(e 2 meo@o,le) L)

di+1

(7,2 d +1) .
=P,(0>d +1) max{l p® 4 ¢ L s (g 1)}
' ]Ed§+1 Z mLO(x’Ql,lerl) ot
X Lg(:ﬂ,gldlﬂ) p(dey, ..., dxg 41).

This ends the proof of the theorem. m

Final remarks. The analysis we have presented concerns the case when
the acceptable error for detecting the switching time is different for underes-
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timating and overestimating. In other words, we can stop the observation d;
units of time before the switching time, but no later than do units after that
time. If we admit that the sequence under observation may be homogeneous,
that is, without any switching time, it is important for the observer to have
a criterion to decide that the sequence observed is entirely of the second
type (that is, there were no data of the type “before switching”). This can
be verified by the standard testing procedure when we stop very early (at
7 < min{dy, da}).

Appendix. Lemmata
LEMMA A.1. Letn >0 and k > 0. Then

(A1) P.(0<n+k|F,)=1-p"1—1I,).
Proof. 1t is sufficient to show that for D € F,,

S Losnir) APy = S p*(1 - II,,) dP,.
D D

Define F,, = o(F, L¢p>n)). We have

V Liosniny P = | LponyryLiosny dPe = | Lggoniny dPs
D D Dn{6>n}
= S Ex(ﬂ{0>n+k} | ﬁn) dPy
Dn{o>n}
= | Eu(Iggonin |0 >n)dP,
Dn{6>n}
= | 1pomp® dP, = \ (1 — I1,)p" dP,. =
D D

LEMMA A.2. Forn >0,

mp" Lo(Xo,5)
Sn(Xo,n)

Proof. Set Dy, = {w: X,,, € Ay, Ai € B}. Then

(A.2) P,0>n|F,)=1-1I, =

Hence, by the definition of the conditional expectation, we get the asser-
tion. m
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LEMMA A3. For Z, l+1 € E*2 o € [0,1] and the functions S.(-) and

G.(+) gwen by (2.3) and (2.4) we have
(A3) Sn(xo,n)zsn I— 1(X0n - I)GlJrl( Ap—]— 1n7ﬂn*l*1)'
Proof. By (|A.2) we have
Sn—l—l(io,n—l—l) GH—I( An—I— lnvﬂn—l—l)
= Sn—1-1(Xo - ) Hn—1-1Lip1 (X1 ) +Sn—1-1(Xg pmy—1) (=1 ——1)

(Zp qu-l-l Anp-l-1 n) +pl+1L0(anl71,n))

7

) _ _]—
(Sn—l—l(io,nflq) —7p" : ILO(&O,nflfl))Ll+1(zn7l71,n)
l

+ 7" Lo (X 1) (Z P Ly (Xpog1,0) + 07 Lo (Xn—l—l,n))
k=0
n—{—1

= <7TLn—l—1(XO,n7l71) +m Z pkiqun—k—l(KO,nflfl)>LH-I(anlfl,n)
k=1

l
+ 7 (3P gL (Xo ) + " Lo(Xo,,))-

k=0
On the other hand,

Su(Xo) = 7Ln(Xo,) + 7 (D 0" aLi(Xo,0) + 0" Lo( X))

k=1
= WL”(KO,H)
n—Il—1 n
+7’r( > Pl (X)) + Y pk‘qun—kH(&),n)+p”Lo(Xo,n)).
=1 k=n—I1

This establishes . u

LEMMA A4. Forn>1>0,
My 1L (X 1)
Grar( Xy g1 nmi-1)
Proof. Let Dy, = {w: Xy, € Ay, Ai € B}. Then

P,0<n—1-1|F,)=

PI(QO,n)Pl”(e >n—1-1 | QO,n) = S ]]-{0>n—l—l} dP:L“
QO,n
= | Pu0>n—-1-1|F,)dP
QO,n
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S Y hnt Pa(0 = k) Ly y1(zg ) + Pa(0 > 1) Lo(zg )

S d
A Sn(,,) n(2o0) (o )
- l _
— ! 1LO(£O,'/L—I—1) (Zk:() pl qulﬁ'l(gn—l—l,n) + leLO(@n_l_Ln))
A S” (QO,TJ
£20,n

X Sn(zo,5) p(dzo )
S [ —
ﬂ-pn : 1LO(QO nflfl) (Zkfo pl quk-I-l(anlfl n) + pH—lLO(lnflfl n))

— 9 — ) ) dP
e l —

1D S ﬂpn : 1L0 (Qﬂ,n—l—l) (Ek:o pl quk+l (Xn—l—l,n) + pl+1L0(Xn—l—17n)> AP

D, Sn—l—l(XO,n—l—l)Gl-l-l(gn—l—l,m Hn—l—l) ‘
l _

E2) S (1 I, ) Zk:o pl quk-l-l(Xn—l—l,n) + pl+1L0 (Xn—l—l,n) dP
= — -1 .
" Gl+1(xn—l—1,n’ Hn*lfl) ’

QO,n
This implies that
(Ad) P,(0>n—-1—-1|F)

l _
Zk:opl qukJrl (Xn -1 n) +pl+1L0(Xn—l—l,n)
Gl-‘rl( n—Il— 1n7Hn—l—1)

Simple transformations of (A.4)) lead to the assertion. m

= (1 - Hn—l—l)

LEMMA A.5. Forn > 1> 0 the following recursive equation holds:

(A5)
Hn—l—lLH—l(Xn—l—l 'n,) + (1 — I, 1)q Zk; Op Lk+1(ln -1 n)
Gl+1(7n - 1n7Hn I— 1)

Proof. With the aid of (A.2 - we get

-0, p"Lo(Xy ) Sn(Xop—1-1) HlLO(Xn—Z—Ln)
L =1l STL(XO,n) pn_l_lLO(XO,nflfl) G (X o 1) .

Hence

n =

Gria(X, g 1) = p" 1 Lo (X g 0) (1 — Iy y)
Gl+1( n—Il— lnvﬂn—l—l)
Hn—l—lLl-ﬁ-l(Xn—l—l n) + (]— - Hn—l—l)q ZZ:O pl_kLk-ﬁ-l(X'rz—l—l,n) .
Gl+1( n—Il— 1n7Hn*l*1) .
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