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A large family of pseudorandom sequences of
k symbols with length pq

by

HuaNING Liv and Bo Gao (Xi’an)

1. Introduction. In a series of papers Mauduit and Sérkézy (partly
with other coauthors) studied finite sequences of k symbols

En = (e1,...,eN) € AN
where A = {ay,...,ar} (kK € N,k > 2) is a finite set of k symbols. Write
z(En,a, M,u,v) =|{j:0<j < M—1, eyqjo = a}l,
and for w = (a;,...,a;) € Al, D = (di,...,d;) with non-negative integers
dip < ---<d,
g(En,w,M,D)=|{n:1<n <M, (entdy,---+€ntd) = W}
Mauduit and Sarkézy [14] introduced the following pseudorandom measures.

DEFINITION 1.1. The f-well-distribution measure of Ey is defined as
d(En) = max |z(En,a, M,u,v) — M/k|,
a

7“7
where the maximum is taken over all ¢ € A and u,v, M with 1 < u <
u+ (M —1)v < N.

DEFINITION 1.2. The f-correlation measure of order [ of Ey is
W(Ex) = max |g(En,w, M, D)~ M/K|,
w,M,D

where the maximum is taken over all w € A, D = (dy,...,d;) and M such
that 0<di <---<di <N - M.
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A sequence is considered to be a “good” pseudorandom sequence if both
d(En) and v(Ey) (at least for small [) are “small” in terms of N (in par-
ticular, both are o(N) as N — oo, ideally N/2%¢). A few pseudorandom
sequences of k symbols have been studied (see [1], [2], [9], [12], [14]). For
example, Mauduit and Sarkozy [14] proved the following.

PROPOSITION 1.1 (Mauduit and Sarkozy). Let p be a prime, and let x
be a Dirichlet character modulo p of order k > 2. Write N = p— 1, and
define the sequence Exy = (e1,...,en) by

en = x(n).
Then
§(En) < 2N'Y%1og N, ~/(EN) < 27kIN/?1og N.

Ahlswede, Mauduit and Sarkozy [1], [2] gave a large family of sequences
of k symbols by using the Dirichlet character.

PROPOSITION 1.2 (Ahlswede, Mauduit and Sarkozy). Assume thatk € N,
k > 2, p is a prime number, x is a character modulo p of order k, and
f(z) € Fplz] has degree h (> 0) and no multiple zero in F,. Define the
sequence E, = (eq,...,ep) of kth roots of unity by

. :{x(f(n)) for (f(n),p) =1,
! 1 forp| f(n).

Then 6(Ep) < 11hp'/? log p. Moreover, suppose that |l € N and at least one
of the following assumptions holds:

(i) h < p, l(k — 1) < p, the prime factorization of k is k = ¢{"* -+ ¢
(where q1, ..., qs are distinct primes and aq,...,as € N), and each ¢;
1 a primitive root modulo p.
(i) | < k/(k—1) and h < p.
(iil) (4i(k —1))" < p.

Then v (Ep) < 10lhkp/2 log p.

Mak [12] presented some new families of pseudorandom sequences of k
symbols, which generalized the above constructions. Gomez and Winter-
hof [9] constructed pseudorandom sequences of k symbols by using Dirichlet
characters and the Fermat quotient.

PROPOSITION 1.3 (Gomez and Winterhof). For a prime p and an integer
u with (u,p) = 1, the Fermat quotient g,(u) modulo p is defined by
uP~t —1
Gp(u) = e (mod p), 0= gy(u) <p-—1,
and we define q,(u) = 0 if p|u. Let x be a Dirichlet character modulo p of
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order k > 2. Define E,» = (e1,...,€,2) by

en = X(qp(n))-
Then
8(Ey) < p*?logp,  w(Eye) < ip®?.

Note that these constructions are with moduli p or p?. One might wish
to look for constructions with composite moduli IV, since this type of con-
structions are more important in cryptography. Throughout this paper we
suppose that N = pgq and p, ¢ are two distinct primes satisfying “RSA type”
conditions with 2 < p < ¢ < 2p. From the Chinese Remainder Theorem we
know that there are common primitive roots of both p and ¢q. Let g be a fixed
common primitive roots of both p and ¢, and let « be an integer satisfying

x =g (modp), x=1 (mod q).
Let d = (p—1,g—1) and e = (p — 1)(¢ — 1)/d. Following [16], the
generalized cyclotomic classes of order d are defined by
D;={¢°z":5=0,1,...,e—1}, i=0,1,...,d—1.
It is not hard to prove that

d—1
Zy,=\JDi, DinD;=0 fori#j
=0

We set
P={p2p,....(¢=1)p}, Q={q,2q,....,(p—1)q}, Qo=QU{0}.

Hence,
d—1

qu =PUQyU UDl
i=0
The Whiteman generalized cyclotomic classes were applied to construct
binary sequences, pseudorandom subsets, and k symbols (see [3], [4], [5], [6],
[8] and [I1]). For example, Chen, Du and Wu [5] defined and studied the
following sequence of k symbols by using the generalized cyclotomic classes.

PROPOSITION 1.4 (Chen, Du and Wu). Suppose that k > 1 and k|d
ford=(p—1,q—1). Define Eny = (e1,...,en) € Z]kv by
i (mod k) if neD;, 0<1<d,
en=14 A if ne P,
B if n € Qo,
form=1,....N and fixred A, B € Zj,. Then

§(En) < NY2logN, 4a(En) < N¥*log N.
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In this paper we construct a large family of pseudorandom sequences of
k symbols with length pq by using generalized cyclotomic classes, and study
their properties. The main results are the following.

THEOREM 1.1. Let f(z) = apa™+- -+ a1z +ag € Z[z] with (a, N) =1
and 0 < h < p (< q). Assume that f(x) as a polynomial over I, has
no multiple roots in E, and f(z) as a polynomial over F, has no multiple
roots in F,. Suppose that k > 1 and k|d = (p — 1,q — 1). Define Ey =
(e1,...,en) € ZY by

i (mod k) if f(n)eD;, 0<i<d-—1,

en=¢X A if f(n)€ P,
B if f(n) € Qo,
form=1,...,N and fired A, B € Zj,. Then
(1.1) §(En) < h®N'21log N,
(1.2) Y2(En) < hN3/4,
(1.3) v3(En) < hN3/4.

THEOREM 1.2. Define En as in Theorem 1.1, and denote D=(dy,...,d;)
with 0 < dy < --- < d; < N. Suppose that w = (a;,,...,a;) € Z. and M is
a positive integer with M < N — dj.

(i) If d; # d; (mod p) and d; # d; (mod ¢q), 1 <i,j <1, then

(1.4) lg(En,w, M, D) — M/k'| < h®>N'/?1og N.
(ii) If dy = -+~ =d; (mod p) ordy =---=d; (mod q), then
(1.5) \9(En,w, M, D) — M/k'| < hN3/%,

THEOREM 1.3. Define Ey as in Theorem 1.1. Take w = (0,0,0,0) € Z,
D = (dy,da,ds,ds) and M satisfying

d=0, de=p, d3=¢q, dy=p+q, M=N-p—q.

Then
M k-1
(1.6) 9(Ex,w, M, D) = 15 = =N + O(hN®3/*1og N).

By Theorem 1.3, v4(FEy) is extremely large, so the f-correlation 7; of
higher order [ could be greater than ¢;IN provided the prime factors p and ¢
of N are known. Therefore p and ¢ should be kept secret. Furthermore, for
w = (aj,...,a;) € Zk and dy,...,d;, M such that 0 < dy < --- < d; <p
(< q) and M < N —dj, from Theorem 1.2 we have

|9(En,w, M, D) — M/k!'| < h2NY?log N.

This suggests that the high order “short range” correlation of Ey is small.
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2. Some lemmas. In order to prove the theorems, we need the following
lemmas.

LEmMA 2.1 ([I13, Lemma 2]). Let p be a prime number, and let x be a
non-principal character modulo p of order d. Suppose that f(x) € Fp[z] has
degree l, and f(x) is not a constant multiple of the dth power of a polynomial
over Fy,. Then for all a € Z we have

3 X)) elan/p)| < sp?,

nelf,
where e(y)=e*¥, and s denotes the number of distinct zeros of f(z) in F,,.

LEMMA 2.2 ([7]). Let k,d € N and let p be a prime number with d |p—1.
Letr <k,0<d <---<dr<p,1<61,...,6, <d and (61,...,6,) = 1.
Suppose that f(x) € Fplx] is a polynomial of degree I with no multiple roots
in Fp. Define

F(n) = f(n+d1)™ - f(n+d,)"

and write
F(n)=bn—x1)" - (n—x4)"

in Fp, where x; # x; for i # j. Suppose one of the following assumptions
holds:

(i) k=2
(ii) d is a prime divisor of p — 1 and (4k)' < p;
(iii) the polynomial zP~' + --- 4+ x + 1 is irreducible in F,[x] for all prime
factors w of d.

Then (d,uq,...,us) = 1.

NOTATION 2.1. For a € Z and ¢ € N such that (a,q) = 1, let i4(a)
denote the unique integer b such that 0 <b < ¢ —1 and ab =1 (mod q).

3. The well-distribution measure of Ej. Define
H={xmod N:x(g)=1} and G={g,¢%...,¢°.
Then # is the annihilator of G in Z};. By [10, Theorem 5.6] we know that

the order of H is |Z}*\V|/]é| = d. Denote H* =H \ {xo0}-
For any x modulo N we write X for the inverse of x. By the definition

of D; we have
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(3.1) f(n)eD; & f( )Egsxi (mod N) for some s with 0 < s <e—1

ZZ X(g"a') =1

5=0 x mod N
1 ——
o2 Z ()X = 1.
XEH
We further study the properties of H.

THEOREM 3.1. Assume that k > 1 and k|d ford = (p—1,q—1). For
any integers a and r with r > 1, we have

d—1 P
S e = e,
XEH* i=0
i=a (mod k)
d—1 o d-1 g
Yo DoXEY DY X' =2 (k1)
X' EH* x"eH* " 1=0 3=0
jZi (mod k)

Suppose that x € H* is of order t. Write x* = x1x2 with x1 a character
modulo p of order t1 and xo a character modulo q of order to. Then

t =1 = to.
Proof. From the properties of character sums we get
d—1 o d—1 ‘ o
oI > x@) oY YD @)@
XEH* =0 x1 mod p x2 mod g =0
i=a (mod k) x1(g)x2(g)=1 i=a(modk)
X1X27X0
d—1 -
> o> x1(g)’
x1 mod p x2 mod ¢ =0
xi(g)x2(g)=1 i=a(modk)
X1X27X0
Write
ind
e mpin g7p(n) ’ (n’p) — 1’
x1(n) = p—1
0, (n,p) > 1,
mgindg q(n)
e\ ————— |» n, =4
x2(n) = < -1 (. q)
0, (n,q) > 1,

where ind, ,(n) is the unique integer with n = ¢g™d9»(™ (mod p), 0 <
ind, ,(n) < p—2, and ind, 4(n) denotes the unique integer with n = g™ds.a()
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(mod ¢), 0 <indy4(n) < ¢ — 2. Then we have

d—1 r p—2 -2 d—1 . r
202 xe = > > > el
XEH* 1=0 m1=0m2=0 =0 p
i=a (mod k) e(%)e(%):l i=a (mod k)
m%+m%>0

It is easy to show that

(o)) = = (M) =

& (p—D(g—1)[mi(g—1)+ma(p—1)
(P—Dg-1) ] q¢-1 p—1
& R
d 1Ty ey
Hence,
p—1 —1
—m ms.
d 1 d 2
Therefore
d—1 r d—1 NG
; 1
SIED SRR DD (%)
xeH* =0 0<n1<d—10<ny<d—1 i=0
i=a (mod k) (p=1)(a=1) ’m (p=1a-1) |, (p=ig=1) i=a (mod k)
n%+n%>0
" ini \ | -l ini \ |
1 1
- Y Y X (- X ()
0<n1<d—10<n;<d—1 =0 1<m<d-1" =0
n1+ne=0 (modd) i=a (mod k) i=a (mod k)
n2+n3>0
. T r r
anq jny d d
= el — el = =— 1=—(k-1).
SR X () - X =g
1<ni<d—1 0<j<d/k—1 1<ny<d—1
S
Similarly we have
d—1 d—1 -
Do PDXGE) Y K@)
X' EH* X" eH* i=0 i=0
jZi (mod k)
d—1 d—1 ”
P IND VD DD Dl I DERHIT)
X mod p x4 mod g x} mod p x4 mod ¢' i=0 j=0
jZi (mod k)

X1 (9)x5(9)=1 X1 (9)x5 (9)=1
X1 X57X0 XY x5 #xo0
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p—2 q—2 p—2 q—2 d—1 im! d—1 jm,/ r
mj=0m,H=0 m{=0m4=0 'i=0 P j=0 p—
m! m! ml! " jZi (mod k)
() e( 22 )= e( 2y o 22 )1
(m)?+(m3)?>0 (m{)?+(m3)?>0
d—1 . d—1 .
NS DI DI ol o Al
= el — el 2—=
; d ; d
0<n) <d—10<n}y,<d—1 0<n/ <d—1 0<nf<d—1'i=0 =0
ny+n4H=0 (mod d) nY/+nf=0 (mod d) Jj#i (mod k)
(n1)?+(n5)*>0 (nf)?+(n3)*>0
-1 ,., d-1 s
Z Z m n
1<n) <d—11<n//<d—1'i=0 j=0
jZi (mod k)
d—1 . d—1 .
B Z Z . <m’1 o g\ "
N d d
1<n) <d—11<n//<d—1'i=0 =0
j=i (mod k)

/) T

. / "
=YX () v (2
. d A d/k

1<n/ <d—11<n’/<d—1'i=0 0<j<d/k—1
d2r
== > 2.1

1<n) <d—11<n//<d—1

ny+n/=0 (mod d)

d
% Y

d2r d2r
== > L= (k=1).
1<nf<d—1
Einy
Furthermore, for xy € H* we write x* = x1Xx2, where

my indg p(n)

xi(n) = e<p_1>v (n,p) =1,
0, (n,p) > 1,

mgindg 4(n) B
Ya(n) = e<q_gl), (n,q) =1,
0, (n, Q) > 17

for some 0 < m; <p—2and 0 < my < ¢g—2. From x1(g9)x2(9) = 1 we know
that
(pl)(ql)’ g—1 p—1 p-1 g—1
mi

d g T d d
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Then
n1indg ,(n)
(L E =1
0, (n,p) > 1,
ngindg 4(n)
3 — 1
Xz(ﬂ) — e( d I (n7Q) 9
0, (n,q) > 1,
forsome 0 <ny <d—1,0 < ng < d—1,n1+n2 = 0 (mod d) and n?+n2 > 0.

Therefore ord x = ord x; = ord x2. =

REMARK 3.1. From Theorem 3.1 we know that any x € H* can be
expressed as X = XpXq, Where X, is a non-principal character modulo p,
Xgq is a non-principal character modulo ¢, and ord x = ord x1 = ord 2.

Now we study the well-distribution measure of En. For any a € Z;, and
M,u,v e Nwith 1 <u<u+ (M —1)v <N, by (3.1) we have

(3.2) z(En,a,M,u,v)=[{j:0<j<M-1, eyyjo = a}|

M—-1 M—-1 d—1 M—-1
< Y 1+ ) 1=> > 14+0(iptq-1)
7=0 7=0 =0 7=0
flutjv)eLy f(utjv)EPUQo f(utjv)€D;
Cutjo=0a Cutjv=a
d—1 M-1
=>" > 14+0(N'?)
i=0 =0
f(utjv)eD;
i=a (mod k)
1 d—1 M-1
== ) X(f(u+ jo)x(a') + O(AN'/?)
1=0 7=0 xeH
i=a (mod k)
M 1 d—1 4 M-1 12
IS (X ) X st + O
XEH* =0 j=0

Mo1 M-1 N
33 i =g X > ¥ e TEEE )
=0 =0 n=1|r|<N/2
1 N2t o) & ™
- o D) S s )
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Hence we derive

ixu(n))e(gﬁ) _ _0 ::;x(f(0p+ i) oML
_ i}zj:xqmcp)) (%) d: wfane( ™)
_ :O wlr@ne( ") d: wlf@ye( 07

By Lemma 2.1 we have

q—1 . p—1 .
qu(f(C))e<%ém> < hg'/?, pr(f(d))e<mp@d) < hp'/?,
c=0

therefore

(3.4) ZX ( ) < W2N'Y2.

It is not hard to show that

oo 3 S

[r|<N/2' j=
M
_ —r(u+jv)
e B IR
0<|r|<N/2" j=0
1 1
0<|r|<N/2 ’1 —e(%)’ 0<|r|<N/2 ‘1 —e(%)‘
N
=M+ ) < Yo
0<|r|<N/2 }Sm ‘ 0<|r\<N/2 2[r|
=M+ ) 2— <M+ > —<<NlogN.
0<r<N/2 0<r<N/2

From (3.2)—(3.5) and Theorem 3.1 we immediately get
’-T(EN,G/, M,U,’U) - M/k’

> ( 5 ) 3 (fu +90)

=0 j=1

+ hN1/? <<h2N1/210gN.

Therefore
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0(En) = max [z(Ey,a, M,u,v) — M/k| < h2N1/21og N.

This proves (1.1).

4. The correlation measure of order 2 and 3 of Ey. For any
w = (ail,aiz) € Zz and D = (dl,dQ) with 0 < dy <dy < N — M, by (3.1)
we have

g(En,w,M,D)=[{m:1<m <M, enitd, = @i, €mtd, = Qiy }|

M d—1d—1 M
= > 1+0(GNH=>"3" Y 1+0(QN'?)
m=1 =0 j=0 m=1
f(m+di)eZyy f(m+dr)eD;
f(m+da)ely, f(m+dz)eD;

Em+dy =@iq
Em+do =Qig

Em+dy =%y
Em+dg =iy

1 d—1 d—1 M
-7 X 2 22 @ alfim+d)
i=0 j=0 =1x1€EH

’iE(lil (mod k) aniQ (mod k‘)
x> Xola?)xa(f(m +da)) + O(AN'?).
X2€H

Using the methods in Section 3 we get

1 d—1 d—1 M A
£ > > X1(@*)x1(f(m + d1))
1=0 7=0 m=1 X1€EH*
izail (mOd k) jE(ZiQ (mod k) (f(m+d2)7N)_1

< h®N'21og N,

1 d—1 d—1 M ‘
R > Xo(29)xa(f(m + d))
i=0 7=0 m=1 X2EH*
i=ai; (mod k) j= a;y (mod k) (f(m+d1),N)=1

< h®N'/? log N.
Therefore

(4.1)  g(En,w,M,D)

d—1 d—
M 1 o -
AT DI ) 3 )
X1€EH* 1=0 X2EH* 7=0
i=a;; (modk) j=a;, (mod k)
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Note that # is cyclic. Let x’ € H* be a generator of H. For x1, x2 € H*,
we write

x1=0)" xe=0)"2 1<b,b<d- 1.

Define b b
X = (D)) 5 = b/ (b, ba), o = by/(b1, ).

Then
x1=0"" xe=K"" 1<6,6<d-1, (5,6 =1
Notice that the order of x* is a divisor of d with ord x* > 1. Thus we have

M
42) 3 xa(f(m+di))xa(f(m + do))
"
= > (flm+d)? f(m+ do)™)
m=1
N
%ZX (f(m+d1)™ f(m + d2)™) Z > ( N ))
m=1 u=1 |a|<N/2
1 S au 1 am
- N Z Ze<_N> Z X*(f(m+d1)51f(m+d2)52)e<N),
la|<N/2 u=1 m=1

Write x* = xpXxq With x, a character modulo p of order t, > 1 and x4 a
character modulo ¢ of order ¢, > 1, where t,, t, are divisors of d. We have

ZX f(m+dy) f(m+d2)52)e<%n)

_lp

<
|
—

a(up + vq})

X (fup +vg + dr)* f(up + vq + da2)?) e( N

I
=)

v

Ll

= xo(flup +dr)" f(up + do)™) e(?)

Qe

u=0
p—1
<Y xp(f(vg+d1)™ f(vg + d2)*™) e<c;v>
v=0
- ZXq (u+ dy)” fu+ dy)*?) e(aiqép)u)

x pr (v+di) 51f(v+dz)52)e<aip§)q>U>'

We con81der three cases.
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CASE I: d; # d2 (mod p) and d; # d2 (mod ¢). From Lemmas 3.1 and
3.2 we get

p—1

ZX,, f(v+dp) f(v+d2)52)e<mpff)v)<<hp1/2.

Then

N
(4.3) > X*(f(m+d1)51f(m+d2)62)e<0;(7) < W2NY2,

m=1

CASE II: d; = dg (mod p) and d; # ds (mod ¢). By Lemmas 3.1 and 3.2
we get

qu flu+dy) f(u+d2)52)e<aiq;m‘><<hq1/2.

On the other hand, we easily have

pr Jv+di) f<v+d2)az>e<aip<qﬁ))

b
- Z 02 (f (v + dy)) e(‘”p@”>
b
hp1/2 if t, 181 + 02,
= CLZp

> +O(h) iftp|51—|—52,

O(hp1/2 if t, 181 + 02,
{O(h) if t, |61 + 02 and p 1 a,
p+O(h) ift,|d01+d2 and p|a,
O(p) if t, |01 + 02 and p|a,
- { O(hp'/?)  otherwise.
Therefore
N

am
(4.4) Zl X (f(m+di)’ f(m + do)®) e<N>
B { O(RN3/*) if t,|8; + 03 and p|a,
O(h®N'/?)  otherwise.
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CASE III: d; # dy (mod p) and d; = d2 (mod ¢). Using similar methods
we obtain

al am
(4.5) ZX f(m+dy) f(m+d2)52)e<N>

m=1
B {O(hN3/4) if t,| 81 + 02 and ¢ a,
O(h?N'/?)  otherwise.

Now combining (4.2)—(4.5) we immediately get

(4.6) ZXI (m + dy))xa2(f(m + d2))

1 M au /
e by Bl e

la|<N/2'u=1
1 M au 1 M au
il 7. 3/4 4 & v 3/4
> Ze< N)' AN Ze< N)‘ Wy
la|<N/2'u=1 la|]<N/2'u=1
pla qla
1 N 2 771/2 1 N 3/4
<<N<M+ > a) WNYE4 (M4 Y — ) hN
1<a<N/2 1<a<N/2
pla
+ N<M+ > a> -hN
1<a<N/2
qla
< hN3/4,
Then from (4.1), (4.6) and Theorem 3.1 we have
|g(EN>w>M7D) - M/k2|
1 d—1 ' d—1 4
<<@ Z Z X1(z") Z Z Xo(a)| - AN?/
X1€EH* =0 X2EH* 7=0
i=a;; (modk) Jj=ai, (mod k)
+ h2N1/? log N
< hN®/4,

Therefore y2(En) < hN3/4. This proves (1.2).
For all w = (ail,aig,aiS) € Z% and D = (dl,dz,d3) with 0 < di < do <
d3 < N — M, by (3.1) and the methods used in proving (1.2) we have
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(4.7  g(En,w,M,D)

= |{m 01 g m S M7 Em+d; = i1y Cm+dy = ai2>6m+d3 — ai3}|

M d—1d—-t—-1
- Y 10N =35y Z 1+ 0N
m=1 1=0 j=6=0
f(m+d1)EZ* f(m+d1)eDi
f(m+dz)€Z f(m4d2)eD;
f(m+d3)eZ* f(m+ds)eD,
em4ds =0ig,5=1,2,3 em+ds=0ig, 5=1,2,3
1 d—1 d—1 d—1 M
-F X X X X
=0 7=0 r=0 m=1
i=a;, (mod k) j=ai, (mod k) r=ai3 (mod k)
X Z X1(z f(m +dy)) Z Xo (') x2(f(m + da2))
X1€H X2EH
x> Xa(a)xa(F(m+ ds)) + O(hN'?)
X3€EH
d—1 d—1
“Ees X (X we >) > o))
X1€EH* =0 X2EH* 7=0
i=a;, (mod k) Jj=a;, (mod k)
d—1
<X ( %)
X3EH* r=0
o r=a;, (mod k)
x> xalf(m+ d)xa(f(m+ da))xa(f (m + dy))
m=1
+ O(hN®/%).
There exists x* € H* such that
xi=0" xe=00" xa =K%,

1§51,52>53§d_1a (51752763):]“
Then we get

(4.8) Z x1(f(m+ di))x2(f(m + d2))xs(f(m + ds))
M
= Z “(fOm+di)’ f(m + do)® f(m + d3))

1 & M a(m — u)
= Xl ) ) S S o 2

N
u=1|a|]<N/2
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X Y X (f(m+ )™ f(m+ da)’ f(m + d3)*) e(‘?vn)

Write x* = xpXq “with Xp & character modulo p of order ¢, > 1 and x4 a
character modulo ¢ of order ¢, > 1, where t,, t, are divisors of d. We have

am

Z X*(f(m 4 di)° f(m + do)® f(m + d3)*) e(N)

=q21 1X (f

u=0 v=0

p—
(up + vq + d1)° f (up + vq + do)°2 f (up + vq + d3)53)

e(@(upj\ﬂ; vq)>

=qu (up + dy) f(up+dz)52f(uz>+d3)53)e<aqu>

av

xep (vq + dy) f(vq+dz)52f(vq+d3)53)e<p>

:qu f(u+dy) f(u+d2)52f(u+d3)53)e<aiqép)u>

XZXP (v+d1) f(v+d2)52f(v+d3)53)e<mp§l)v)'
Using the methods apphed in proving (1.2) we get

(4.9) ZX f(m +dy) f(m+d2)52f(m+d3)53)e<al7\?>

_{O(hN3/4) if plaor q|a,
O(h*N'?)  otherwise.

So from (4.8), (4.9) and Theorem 3.1 we have
M

(4.10) > xa(f(m+d)xa(f(m + d2))xs(f(m + ds))

m=1

M
1 au 9 ~11/2
<5 2 Ze(—N)'-hN/
la|<N/2'u=1
1 M au 3/4 1 M au 3/4
+N Z Ze(—N>‘-hN +N Z Ze(—N>‘-hN
la]<N/2'u=1 la|]<N/2'u=1

pla gla
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1 N 2 n71/2 1 N 3/4
<<N<M+ > )-hN + 5 (M + > = )-hN

a a
1<a<N/2 1<a<N/2
pla
+ 5 (M + > a) -hN
1<a<N/2
qla
< hN3/4,
Now combining (4.7) and (4.10) we get
‘g(EN7w7M>D) - M/k3’
1 d—1 d—1 )
=3 DDA Xa(e?)
X1€EH* =0 X2EH* 7=0
i=a;; (mod k) J=ai, (mod k)
d—1
x > > x| kNt 4 N/
X3EH* r=0
r=a;, (mod k)
< hN3/4,

Therefore v3(En) < hN 3/4_ This completes the proof of (1.3). Similarly we
can get (1.4) and (1.5).

5. The correlation measure of order 4 of Ey. Take w = (0,0,0,0)
€ 7+, D = (dy,ds, d3,ds) and M satisfying
di=0, dy=p, dz=gq, da=p+q, M=N-p—gq.
By (3.1) and the methods in proving (1.3) we have

:|{m1SmSN_p_qa em =0, em+p:07 €m+q:07 €m+p+qzo}’

N-p—q d—1 d—1 d—1 d-1 N—p—q
= > 140N =33 Z 1+ O(hN'/?)
m=1 J1=072=0j3=0 54=0
f(m)ezZy f(m)ED“
f(m+p)EZy, f(m+p)eDj,
f(m+q)eZy, f(m+q)€Dj,
Jf(m+p+q)eZy, f(m+p+q)eDy,
em=0 em=0
em+p=0 em+p=0
em+q=0 €m+q=0

em-+p+q=0 em+p+q=0
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J1= Jo= Jz= Ja
j1=0 (mod k) jo= (mod k) jz= (mod k) 7a=0(

mod k)
N-p—q ‘ ‘
> > xmExalfm) Y xal@?)xa(f(m+p))
m=1 x1€EH X2€H
X Y Xa@)xs(fm+a) D Xa@)xa(f(m+p+9q)
x3€M X4€H
+ O(hN'/?)
M 1 il , d— ,
=T Z < X1($J1)> Z < Z X2($J2)>
X1EH* J1=0 X2EH™* Jo=
j1=0 (mod k) j2=0 (modk)
d—1 ‘ d—1 '
<Y (X wem) X el)
X3EH* J3=0 Xa€EH* Ja=0
j3=0 (mod k) ja=0 (mod k)
N—-p—q
x x1(f(m))x2(f(m +p))xs(f(m + q))xa(f(m +p+q))
m=1
+ O(hN3/%).

Let X' € H* be a generator of H. For x1, x2, X3, x4 € H*, we write
xi=0)" x2=K)"

xs=0)"% xa= )™,
where 1 < bl,bg,bg,b4 < d — 1. Define

b,

* / (bl,bg,b37b4) 6 — 1 ;o 1 2 4
X (X) 9 (2 (bl,bz,bg,b4)7 4 ) 73’
Then we have

x1=0" x2 =K%,
1 S 61752763764 S d_ 17

Therefore

xs= (X% xa=(")",
(01,02, 63,04) = 1.

N—-p—q

> xalfm)xa(f(m+p))xs(f(m+@)xa(f(m+p+q))

= S0 ()T fm o+ p)? fm+ )% f(m+ p+ )™
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N
. am
S0 () om0 om0 e ().
m=1
Write x* = xpXxq With x; a character modulo p of order ¢, > 1 and x4 a
character modulo ¢ of order ¢, > 1. Then

Z (™ Sm -+ ) flm -+ )% flm -+ -+ ) 7 )

q—1
= Xa(f(up)® f(up + p)* f (up)® f (up + p)°*) <aqu>

u=0

X pr f(vg)* fvg + )% fug + q)™) e <CZ)>

q—

Z (u)P1+58 £ (4 p)P2+4) e(‘”q(p)“>

q

% ZXP 51+52f(v + q)53+54) e<aipz()q)v>.

By Lemmas 2.1 and 2.2 we get

i ai
qu(f( )51+63f u+p 52+54 < q )
)
)

u=0
g+ O(h
O(hq'/?

if t4 |91 + 93, t4]02 + 94 and ¢ a,

otherwise,

p—1
D xp(F )2 f (v 4 g)% ) < in(g )

v=0

otherwise.

a
{p—l—O(h) if tp | 61 + 02, tp |03+ 64 and p]|a,
)

O (hp/?
Then we have

Z ) o+ )%+ )% flc+ 400 o )

N +O(hNY2) if t,| 61 + 82, tp| 03 + 64, ty| 61+ 03, ty| 62 + 04
and N |a,

O(hN3/%) otherwise.
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Write t = ord x*. We get

t =d/(by,ba,bs,by).
Furthermore, from Theorem 3.1 we know that ¢ = ¢, = t,. It is easy to show
that
d b1 bo
(b1,b2,b3,01) | (b1, b2, b3, b1) (b1, b2, bs, br)
= d|bl+bz < X1 = Xo-

tp|(51+52 =

Similarly,
tp‘53+54 < X3 = Xa tq‘51—|—53 S X1 = X3, tq’52+54 < X2 = Xa-
Therefore

N—p—q
52) Y xa(fm)xa(f(m+p))xs(f(m+a)xa(f(m+p+q))
m=1

{N+OhN1/2) if X2 = X1, X3 = X1, X4 = X1

hN3/*log N otherwise.

Now from (5.1), (5.2) and Theorem 3.1 we obtain
d—1 A
> x(@)
7=0

j=0 (mod k)

4
9(En,w, M, D) = -7 = Z + O(hN3/*1og N)

XEH*

k—
=~ Ly O(hN>3/*log N).

This completes the proof of Theorem 1.3.

6. Collisions and avalanche effects. We further study the structure
of our family of sequences of k symbols. Collisions and avalanche effects are
important notions in cryptography, and can be adapted in the following way
(see [15]).

Assume that A = {aq,...,ax} is a finite set of k symbols, and S is a
given set (e.g., a set of certain polynomials). To each s € S we assign a
unique sequence of k symbols

Ey = En(s) = (e1,...,en) € AV,

and let F = F(S) denote the family of the sequences of k symbols obtained
in this way:

(6.1) F=F(S)={En(s):s €S}
DEFINITION 6.1. If 5,8’ € S,s # ¢’ and
(6.2) En(s) = En(s),
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then (6.2) is said to be a collision in F = F(S). If there is no collision in
F = F(S), then F is said to be collision free.

DEFINITION 6.2. The collision mazimum M = M(F,S) is defined by
M =M(F,S)= max |{s:s€S: En(s) = En}|.
EneF

An ideally good family of pseudorandom sequences of k symbols is col-
lision free. If F is not collision free but the number of collisions is limited,
they do not cause many problems.

DEFINITION 6.3. If for any distinct s,s’ € S many elements of the se-
quences En(s) and Ey(s") are different, then we speak about the avalanche
effect, and we say that F = F(S) has the avalanche property. If for any
distinct s,s" € S at least ((k — 1)/k—o(1))N elements of En(s) and En(s)
are different then F is said to have the strict avalanche property.

To study collisions and avalanche effects, we introduce the following mea-
sure:
DEFINITION 6.4. If Ex = (e1,...,en), Ei = (€},...,¢y) € AV, then
their distance is defined by
d(En,EN)={n:1<n <N, e, #€e}
Moreover, if F is a family from (6.1), then the distance minimum of F is
defined by
m(F) = min d(En(s), En(s)).
s,8'€S
s#£s’
It is not hard to show that the family F in (6.1) is collision free if and
only if m(F) > 0, and F has the strict avalanche property if

kE—1
m(F) > (k - 0(1)>N.
Now we prove the following results.

THEOREM 6.1. Let T C Z[z] be a set of monic polynomials of degree
< D. Assume that, for any f(x) € T, f(z) as a polynomial over F, has
no multiple roots in Fp, and f(x) as a polynomial over Fy has no multiple
roots in Fy. Suppose that k > 1 and k|d = (p —1,q — 1). Define En(f) =
(e1,...,en) € ZY by

i (mod k) if f(n) e D;,0<i<d—1,
en =1 A if f(n)€P,
B if f(n) € Qo,
form=1,...,N and fixed A, B € Zj, and set

F=F(T)=AEn(f): [ €T}
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Then
k-1 2\ arl/2
If D < AN/4, then
k-1 2\ Arl/2
m(F) > T(N— (5D +4D*)N/*) > 0.

If D = o(N'/4), then Theorem 6.1 gives
—1
m(F) > <kk - o(l))N.

So we immediately get the following corollaries.

COROLLARY 6.1. If T, F are defined as in Theorem 6.1 and D <
%Nl/‘l, then F is collision free.

COROLLARY 6.2. If T, F are defined as in Theorem 6.1 and D =
o(N'/4), then F has the strict avalanche property.

Now we prove Theorem 6.1. For distinct f,g € T, by (3.1) we get

(6.3)  d(EN(f),En(9) ={n:1<n< N, eff) # e}

N N
= > 1+ > 1
n=1 n=1
o) _2o® o) _2o®
(f(n)g(n),N)=1 (f(n)g(n),N)>1
d—1d-1 N N
=) oo+ Y 1
=0 7=0 n=1 n=1
i#j (mod k) f(n)€ED; eglf)yfe;w
g(n)eD; (f(n)g(n),N)>1
1 d—1d-1 N ‘ '
=5 DoY) wmEhalm) Y Xe(@)xa(g(n)
i=0 j=0 n=1x1H X2€H
i#j (mod k)
N
+ 0> 1
n=1
D) £elo)

(f(n)g(n),N)>1
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d—1d-1 N N

D) DD DS S

=0 5=0 n n=1
i2j (mod k) (f(n)g(n),N)=1 el £l
(f(n)g(n),N)>1

1 N ,
B > X1 (2" )x1(f(n))

—_

It is not hard to show that
d—1d—1 N N

1
(64) » ) S
i=0 j=0 n=1 n=1
i#j (mod k) (f(n)g(n),N)=1 el #el®
(f(n)g(n),N)>1

N dld-l 1
DD IR LI D DR
i=0 j=0 i=0 j=0 n=1 n=1
i#j (mod k) i#j (mod k) (f(n)g(n),N)>1 el el
(f(n)g(n),N)>1
-1 -1 -1
> kTN —2D(p+q — DkT > kT(N —5DN'/?),

On the other hand, from Theorem 3.1 we have
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x2€H* =0 n=1
(f(n),N)=1
1 1 d—1 N
<3(1-1) T [Cne)]| X et -o
x2€H* j=0 n=1
(f(n),N)=1

Let x' € H* be a generator of H. For x1, x2 € H*, write

X1 = (X/)bla X2 = (X,)bzv 1< blabQ <d-1.
Then
N N
D oxa(f(m)xa(g(n) =D X (f(n) " g(n)).
n=1 n=1

Write x' = xpxq With X, a character modulo p and x4 a character modulo g.
From Theorem 3.1 we know that ord x;,, = ord x4 = ord x’ = d. We have

N q—1p—-1
D xa(f(m)xag(n) =YD X (flup + vg)* glup + vq)™)
n=1 u=0 v=0
q—1 p—1
= xa(f(up +0v9)" gup +0v9)?) Y xp (f (up +vg)" g(up +vq)")
u=0 v=0
q—1 p—1
=> Xq(Fup)® g(up)™) > xp(f(0)" g(vq)™)
u=0 v=0
q—1

Xq b2 Z Xp bz)

IS
Il
o

Since f,g € T are distinct, 21 ¢®* has at least one zero of order by or by.
Thus by Lemma 2.1 we get

N
‘Z x1(f(n))x2(g(n))| < AD2N1/2.
n=1
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Then from Theorem 3.1 we have

d-1d-1 N
1 oy o
60 |5 XX 3 X nEhato) X wehalm)
i=0 j=0 n=1yEH* X2E€H*
i#j (mod k)
1 d—1 ) d—1 A N
<@ X 2| %)) |3 m)xalgm)|
X1EH* x2€H* " 1=0 j=0 n=1
jZi (mod k)
< 4D2N1/2%.
Now combining (6.3)—(6.7) we immediately get
k—1
d(Ex(f): En(9)) =2 —— (N = (5D + AD*)NY/?).
Therefore
~1
m(F) = min d(En(f), En(9)) = L(N — (5D +4D*)N'/2),
f.9€T k
I#9

This proves Theorem 6.1.
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