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1. Introduction. Elliptic curve public-key cryptosystems over I, have
become widely used in applications since N. Koblitz and V. Miller proposed
using elliptic curves over [, to construct public-key cryptosystems. Roughly
speaking, the elliptic curve cryptosystems can be considered as pseudoran-
dom sequence generators. If these sequences have good pseudorandomness,
then they can be used for generating random numbers, which are very useful
in cryptography and communications.

Many scholars have studied elliptic curve sequences with strong crypto-
graphic properties. For example, B. S. Kaliski [12] first used elliptic curves
to construct pseudorandom sequences by using randomness criteria based
on the computational difficulty of the discrete logarithm over the elliptic
curves. S. Hallgren [8] discussed some heuristics of the linear congruentia
generator over elliptic curves. G. Gong, T. A. Berson and D. R. Stinson [4]
constructed a class of binary sequences by applying trace functions to ellip-
tic curves over Fom, and discussed the least periods, linear complexities and
0-1 distributions of these sequences. E. E. Mahassni and I. Shparlinski [16]
obtained a bound for the uniform distribution of the congruential genera-
tors over elliptic curves. Meanwhile, P. H. T. Beelen and J. M. Doumen [1]
proved an upper bound for some exponential sums on algebraic curves over
finite fields, and studied some sequences constructed from elliptic curves.
G. Gong and C. C. Y. Lam [5] introduced linear recursive sequences over
elliptic curves. Moreover, C. P. Xing et al. constructed some sequence fam-
ilies with both large linear complexity and low correlation in [22] and [23].
F. Hess and I. Shparlinski [9] studied the linear complexity and multidi-
mensional distribution of the congruential generators over elliptic curves.
Recently H. Hu, L. Hu and D. Feng [10] investigated a general method for
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constructing families of pseudorandom sequences with low correlation and
large linear complexity from elliptic curves.

It is of interest to further study the pseudorandom sequences from el-
liptic curves over finite fields. In this paper we shall give large families of
elliptic curve pseudorandom binary sequences, and study their pseudoran-
domness: well-distribution and correlation. In Section 2 we introduce the
construction methods, and present main results about the pseudorandom-
ness of the constructions. We shall show some results on exponential sums
for elliptic curves over finite fields in Section 3. Finally in Section 4 we prove
the pseudorandomness of our constructions.

2. Constructions and pseudorandom properties. Throughout this
paper, let I, be a finite field with ¢ = p™, and let £ be an elliptic curve
over F,. We denote the set of F,-rational points of £ by £(F,). Then E(F,)
forms an abelian group with the point O at infinity as the identity. Suppose
that

E(F,) = Z/NZ x Z L.

with |E(Fy)| = NL, L| N, and L|(q —1). Let P,Q € &(F,) be two points
such that the order of P is IV, and the order of Q is L. Let F, (&) be the set of
functions on £ defined over F,. Now we give our large families of sequences.

CONSTRUCTION 2.1. Let f € Fy(€) be such that
f(R) =00 ifand onlyif R=0O.
Let B be a subset in [, with
q—1
Bl=15= and Y| w(re)| < qlogg
refFy ceB

for any non-trivial additive character ¢ on ;. Write P, = kP. Then define
E;Vfl = (6/17 ] 6/]\],1), where

;1 if f(Py) € B,
T { -1 if f(P) ¢ B.
CONSTRUCTION 2.2. Let g € Fy (&) be such that
g(R)=0 ifand onlyif R= 0.
Let B be a subset in F, with
|B| = % and Z ‘Z@D(rc)’ < qlogq

TE]F; ceB
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for any non-trivial additive character ¢ on [F,. Write P, = kP and o0 = 0,
where 7 is the inverse of x. Then define EY,_; = (6'1’, e ,e’](,_l), where

. {+1 if (Py) € B,

Ck—

~1 ifg(P,) € B.

EXAMPLE 2.1. A subset B in F,; as above does exist. For example, let p
be an odd prime, n € N, ¢ = p", and let vy, ..., v, be linearly independent
elements of IF, over [F,,. Define B}, ..., B} by

n
Bi‘={2um 0<u <2

i=1

,ug,...,unelﬁ‘p},

n
p—1 p—3
B;:{Zuivi:ul = =Ujo] = T,OSU]' < T,uj+1,...,un EFP}
=1

for j = 2,...,n, and write B* = U?Zl B;f. Then B* is a subset in Fy. It is
easy to show that |B*| = (¢ — 1)/2. On the other hand, from (3.21) of [21]

we know that
Z ‘ Z w(rc)‘ < qloggq.

re]Fj; ceB*

In a series of papers C. Mauduit, J. Rivat and A. Sarkozy (partly with
other coauthors) studied finite pseudorandom binary sequences

Ey = (e1,...,en) € {—1,+1}V.

In particular, in [18] C. Mauduit and A. Sarkozy first introduced the follow-
ing measures of pseudorandomness: the well-distribution measure of Ey is
defined by

Y

a,b,t

t—1
W(EN) = max‘z Catjb
j=0

where the maximum is taken over all a,b,t € Nwith1 < a < a+(t—1)b < N.
The correlation measure of order k of Ey is denoted as

i

Cr(EN) = IAI}&B(‘ E €ntdi Cntds " * Cntdy,
’ n=1

where the maximum is taken over all D = (di,...,d;) and M with 0 <
dy < -+ <dp < N — M, and the combined (well-distribution-correlation)
PR-measure of order k,

t

Qr(EN) = HI}%IE €artjbtdy €atjbrds " Catibdy s
0/7 vy .
Jj=0
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is defined for all a, b, t, D = (dy,...,d;) with 1 < a+jb+d; < N (i =
1,...,k).

The sequence is considered to be a “good” pseudorandom sequence if
both W(Ey) and Ci(EN) (at least for small k) are “small” in terms of N.
J. Cassaigne, C. Mauduit and A. Sarkozy [3] proved that this terminology is
justified since for almost all Ey € {—1,+1}", both W(Ey) and Cx(Ey) are
less than N'/2(log N)¢. Later a few pseudorandom binary sequences were
given and studied (see [2], [6], [7], [14], [15], [17], [19], [11], [20], [21]).

The purpose of this paper is to study the well-distribution measure and
correlation measure of sequences E}V_l and E}(,_l. The main results are the
following.

THEOREM 2.1. Let Efvfl be defined as in Construction 2.1. Then
W(Ey_;) < deg(f)q'/*logglog N,
Cu(By 1) < kdeg(f)q'/?(2logq)* log N,
Qr(Ely_1) < kdeg(f)q"/*(2log q)* log N.
THEOREM 2.2. Let Exffl be defined as in Construction 2.2. Then
W(EN_;) < deg(g)g"/* log glog N,
Cr(Efr_1) < ¢'/*(2deg(g) log q)* log N,
Qu(EN_1) < q"*(2deg(g) logq)" log N.

REMARKS. Let p be a prime, and let @ € &(F,) with order N. For
k=1,...,N—1, write Qx = kQ, and consider Q = (2(Qx),y(Q%)) € E(Fp).
Define

Ai={n:p/2<n<p-1}, Ay={n:1<n<p-1,2|n}.
Fori=1,...,5, denote E](\Z,l1 = (egi),...,eg\i,)il) by

e(l) _ {+1 if y(Qk) € Ay, 6(2) _ {+1 if x(Qk) €Ay,
k -1 if y(Qg) & Ax, -1 if 2(Qx) € A1,
@) {—1—1 if y(Qr) € Aq, 4) {‘H if 2(Qx) € A2,

e, = . € = .

1 y(On) & A, i a(Qr) A,
5) _ {+1 if 2(Qr) < y(Qk),
e, = )
=1 if 2(Qk) = y(Qk)-

We point out that both A, and A, are special cases of B in our constructions,
and z(Qk), y(Qk) are both rational functions in F,(€) satisfying x(R) = oo
if and only if R = O, and y(R) = oo if and only if R = O. Then from
Theorem 2.1 we know that the above five binary sequences are good pseu-
dorandom binary sequences.
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3. Exponential sums for elliptic curves over finite fields. Since
E(F,) = Z/NZ x Z/LZ, the order of P is N, and the order of Q is L, it
follows that any point in £(F;) can be written as nP +[Q with 0 <n < N
and 0 <[ < L. Define e(y) = ¢*™¥. Then any character w on £(F,) is of the

form
w(nP +1Q) —e<‘;\7;>e(l’£>

for some 0 < a < N and 0 < b < L. Let h € Fy(€) be a non-constant
function. We write the divisor of poles of h as (h)s = S.i_; 7:B;, where

deg(h) = 32i_y ni deg(By).

LEMMA 3.1. Letw be a character on E(Fy), let 1 be a non-trivial additive
character on Fy, and let h € Fy(E) be a non-constant function. Then ¢ o h
determines a character of conductor Zﬁzl m;B;, where m; < n; + 1 with
equality if and only if (n;,q) = 1. Moreover,

| > W h(R))| < 2deg(h)g2
ReH
h(R)#00
Proof. This is Corollary 1 of [13]. m

Now we can give the following estimates for some special exponential
sums.

LEMMA 3.2. Let a,b,t be positive integers, and let di,...,d; be non-
negative integers such that 1 <a+jb+dy <--- <a-+jb+d <N —1. Let
r1,...,1 € Fy. For a non-trivial additive character i on Fq, define

t

11 = Z ¢(T1f( a+jb+d1) + o+ Tlf( a+]b+d1))

j=0
Then
AR ldeg(f)ql/2 log N.

Proof. 1t is not hard to show that

1 N-1

t
=+ Z Z;/J rf(Potar) + -+ 1if (Postay))

n=0 j=
n+di,...,n+d;Z0 (mod N)

N—
X e(A(n — (a+jb))/N)
A=0

,_n
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N-1

< % )Zt:e Ajb/N) )

A=0 j5=0

N—
x‘ Z e(An/N)(r1f(Pogay) + - +10f (Paga,))|-

n+di,.. ,n+cl_l;‘é0 (mod N)
Let ¢ be the character defined by ¢(nP +1Q) = e(An/N), and define

F(nP) =7r1f(Poya,) + - +10f (Pota,)-

Then
N-1
> e(An/N)(r1f(Poya,) + -+ 1 (Poya,))
nkdy -0 (mod N)

F(nP)).

Il
:zMZ

F(npP

Since f(R) = oo if and only if R = O, we know that F(nP) has [ distinct
polesat n =N —dy,...,N —d;. Thus F' cannot be a constant function. So
from Lemma 3.1 we have

N-1

‘ Z e(An/N)Y(rif(Pptay) + - +11f (Pata,))

n—l—dl,...,nfd:lgéo (mod N)
< 2l deg(f)q"/*.

On the other hand, we easily have

N-1 t
) e(Ajb/N)} < NlogN,

A=0 j=0

therefore
Ty < ldeg(f)g"/?log N. u
LEMMA 3.3. Let a,b,t be positive integers, and let dy,...,d; be non-
negative integers such that 1 <a+jb+dy <--- <a-+jb+d <N —1. Let
1,...,11 € Fy. For non-trivial additive character ¢ on Fy, define
t - -
T = Z¢(T19(Pa+jb+d1) + o+ 119 (Patjotd,))-
j=0

Then

Ty < (deg(g))lql/2 log N.



Pseudorandom binary sequences 141

Proof. 1t is easy to show that
N-1

T = % Z Z¢ r19(Potay) + -+ + 719(Pota;))
n+di,.. 7n—l—dﬁ.’fO (modN)
N-1
x Y e(A(n— (a+jb)/N)
A=0
1 N—-1 t
‘Ze Ajb/N) ‘
)\:0 7=0
N—
x | > e(An/N Y (rig(Peay) + -+ 119(Para))|

n+di,.. ,n—&-d_l;‘éO (mod N)
Let ¢ be the character defined by ¢(nP +1Q) = e(An/N), and define
22:1 T Hé‘:l,j;éi 9(Pr+d;)
Since g(R) = 0 if and only if R = O, we know that G(nP) has [ distinct

G(nP) =

polesat n = N —dy,...,N —d;. Thus G cannot be a constant function. So
from Lemma 3.1 we have
N-1
| > e\ /N)Y(r1g o) + -+ 119 (Prray))|
n+d1,...,nfd:l%0 (mod N)
= Y (nP))| < 2(deg(9))'q"/2
n=0
G(nP)7#00

Therefore Ty < (deg(g))'q'/?log N. =

4. Proof of the pseudorandom properties. First we prove Theorem
2.1. Let 91 be the canonical additive character of F,. Noting that

1(rz—c)— ) = .
cEBrGF 2 -1 ifx¢B,

we have
t

/ /
Z €atjb+dr " Catjbtdy

J=0 t k 1
XY TI(ES S it Paa) -0 - 3 ).

j=0i=1 1 ccBreF,
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Since |B| = (¢ — 1)/2, we get

DNE

CEB q

therefore

/ /
E Catjbtdr " Catjbtdy

= H(Z Z D1 (r(f(Patjprd;) =€) — ;)

Jj=01i=1 “ceBreky
k 1 k—1
I () 0%
=0 1=0 (c1,sc)EBY (r1,...,m ) E(F)!

> (i (f(Pasjora,) — 1) + -+ 1l £ (Pasjvra,) — 1))

1<ip <<y <k

1k
_ TZ(_l)kfIQZ

T q

Iy
=

t
x Yy S D (i (Parjords,) + -+ 1if (Pagjvra;,))

(11 ooy ) E(F)! 100 <0<y <k j=0

X Z Y1(—ricr — - —10).

(Cl,...,CZ)EBl
Noting that

> ‘Z 1,!)1(7“6)‘ < qlogg,

rEIE‘; ceEB
from Lemma 3.2 we have
t

/ /
Z €atjbtdr " Catijbtde

=0
< k221< )ldeg ql/zlogN<Z’Zw1(rc)Dl

TGIF* ceEB

1
< ?kdeg 1/210gNZ< > qlogq

1
=k deg(f)q"/*log N (2qlog g + 1)*

< kdeg(f)q**(21og q)* log N.
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Therefore

(4.1) Qr(En_1) = aHbl%)l()’Z Catibid " Catsbtdy

<k deg(f)q1/2(2 log q)* log N.
Taking £k = 1 and d; = 0 in (4.1), we immediately get

W (EN_, max’Z eaﬂb’ < deg(f)q**1og qlog N.

a’:)

TakingazO,bzl,j:n—landtzM—lin(4.1),wehave

M
Cu(By_1) = %)Z Crrdy * Cnay | < kdeg(f)g'/?(210g q)* log N.
T n=1

This proves Theorem 2.1. Using the same methods and Lemma 3.3 we can
complete the proof of Theorem 2.2.
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