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1. Introduction. Let I, denote the finite field of order ¢ = p" with a
prime p and an integer r > 1. Let {fo,..., 3,1} be a basis of F, over [,
and define & for 0 < k < ¢ by

§k = koPo + k1B + ...+ k1081
if
k=ky+kip+...+ke1p™ bt with0<k <pfor0<i<r.
For 1 < K <p put
Kk ={k=ko+kip+...+k1p" 1|0<k; <K for0<i<r}

Consider the incomplete character sums » ;- X(f(&k)), where f € Fy[z]
and x is a multiplicative character of F,. Excluding trivial cases we show in
Section 2 that these sums are at most of the order of magnitude

(1) OK'Y?pt*) ifr=1 and OK 'p/?) ifr>2,

which improves previous results obtained with the standard method of Pélya
and Vinogradov for K of the order of magnitude between O(p'/?) and
O(p'/2(log(p))?) if r = 1 and O(p'/2(log(p))"/ ") if r > 2.

If v is a primitive element of F, and ¢ € F,, £ # 0, then £ = 4! for
some integer [ with 0 <[ < ¢ — 2 and we say that [ is the discrete logarithm
(or index) of £ to the base v, denoted by ind,(§) = I. For many practical
purposes it would be sufficient to have an easily computable function which
represents ind. (§) for almost all £ # 0 or at least its rightmost bit, which
is obviously 0 if £ is a square in F, and 1 if £ is a non-square in F, in the
case of p > 2. To obtain a lower bound on the complexity of the discrete
logarithm we investigate interpolating Boolean functions.

2000 Mathematics Subject Classification: 11T23, 11T71, 11Y16, 94A60, 94C10.

[223]



224 T. Lange and A. Winterhof

A Boolean function B can be represented as a multilinear polynomial
over [Fy and the sparsity (or weight) spr(B) of B is the number of non-zero
coefficients of B. In the special case when » = 1 and By = 1, i.e. § = k
for 0 < k < p, and p > 2, in Coppersmith and Shparlinski [1, Theorem 5]
and Shparlinski [10, Theorem 6.1] it was shown that for a Boolean function
B(Uy,...,Us) of s = |logy(p)] variables satisfying

B(u Ug) = { 0 if k is a quadratic residue in IFp,
v s 1 if £ is a quadratic non-residue in [,
where k = ug + ... +ug25"1 with u; € {0,1} for 1 <j<sand 1<k <2°
we have

(2) spr(B) > 273/2p! /4 (logy (p)) 71/ — 1.

Shparlinski mentioned in [10, p. 145] that using a “symmetrization” trick one
can replace p'/*(log,(p))~1/2 by p'/* in (2) with a slightly worse constant.
In Section 3 we extend the latter result to arbitrary r. The proof is based
on the new estimate (1) for incomplete character sums.

2. A bound for incomplete character sums. Let y be a non-trivial
multiplicative character of F, of order ¢, with the convention x(0) = 0, and
let f(x) € Fy[z] be a monic polynomial of positive degree that is not a tth
power of a polynomial. Let v be the number of distinct roots of f(x) in its
splitting field over F,. First we recall Weil’s bound for complete character
sums.

LEMMA 1. We have
S x| < w-1g2
§EF
Proof. Lidl and Niederreiter [4, Theorem 5.41]. m
Now we prove a new bound for incomplete character sums.
THEOREM 1. For 1 < K < p we have
|3 )| < K730 = )12 g R
ke K

Proof. We modify the method used in Niederreiter and Shparlinski [7].
(See also Gutierrez, Niederreiter, and Shparlinski [3], Niederreiter and
Shparlinski [6], and Niederreiter and Winterhof [8].) For any integer

m:m0+m1p+...+m,n_1pr_1 with 0 <m; <pfor0<i<r
we have

| 3 @) = X A G+ )| < 20mo+- .+ mp KT

ke K keKk
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(We have & + &, # & for all | € Kk only if at least one coordinate k; of &
satisfies k; + m; > K. The number of possible k € Kx with this property is
at most (mo+...+m,_1)K 1. Similarly we can verify that the number of
k with & # &+ &y for all | € K is at most (mg+...+m,_1)K""!.) Then
for any integer M with 1 < M < p we have

2 ) (mo+...+me1)=rM(M-1)

meky
and
(3) M| ST ()| < WM (- R,
keKk
where
W= 3 Y G e < | X MG+ )|,
keKxg meku keKxg meky

Using the Cauchy—Schwarz inequality we obtain

w<kn 3| Y e e <k | S xte g

ke meKy £eFy mEICM
=K Y Y x(fE+E)FE+E)T.
m,m’' € s £€Fq
Let f(x) = [[5_; (¥ — ;)% be the factorization of f(x) in its splitting field.
Since f(x) is not a tth power, there exists some h with 1 < h < v and
cp, £ 0mod t. If
(4) Em =& + vy — v for some j with 1 < j <w,
then the sum over £ is estimated trivially by ¢. (There are at most v possible
indices m’ satisfying (4) for given m and h.) If &, # &, + v, — v for all j
with 1 < j < v, then the polynomial g(x) = f(z + &) f(z + &)1 is not
a tth power and has at most 2v distinct zeros. Hence,
W2 < K"M"vq+ K"M? (20 — 1)¢"/?
by Lemma 1. Choosing M = [p'/?] we get
W?2/M* < K"(3v — 1)q1/2
and the assertion by (3). =

COROLLARY 1. For 1 < K < p we have

| | < 2 Tt

et (Sl/r + T)Krflvl/rpl/Q Zf r> 9.

Proof. Since otherwise the bound is trivial we may assume that either
r=1and K > 4.841)1/2 orr>2and K > 31/’"2)1/’"])1/2. Then Theorem 1
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yields for r =1,

‘ Z ‘<K1/2 1/2 1/4(\/’+K 1/2 1/4) < 22K V21214,
keXk
and for r > 2,
‘ Z X(f(ﬁk))‘ <Kr—lvl/rpl/Q(31/2K—r/2+lvl/2—1/7‘pr/4—1/2+T)
kelk

< (31/r + T)Kr—lvl/rp1/27
which completes the proof. =

REMARKS. 1. The standard method of Pélya and Vinogradov yields

(5) |3 @) < va 21+ 1og(m))
keKk

(see Davenport and Lewis [2, Theorem 1] for linear polynomials and Win-
terhof [11, Theorem 2] for arbitrary polynomials). Equation (5) is only non-
trivial if K is at least of the order of magnitude O(p'/?log(p)). Theorem 1 is
non-trivial if K is at least of the order of magnitude O(p'/2) and it is better
than (5) if K is at most of the order of magnitude O(p'/?(log(p))?) if r = 1
and O(p'/?(log(p))™/ "=V if r > 2.

2. In [9, Theorem 3.1] Niederreiter and the second author showed that
for any 1 < K < g we have

(6) ‘Z ‘ < K1/2(3 1)1/2ql/4+ql/2_

For r =1 Theorem 1 and (6) coincide.

3. Interpolation by Boolean functions. In this section we give lower
bounds for the sparsity and the degree of a Boolean function representing

the rightmost bit of the discrete logarithm for almost all non-zero elements
of Fy.

THEOREM 2. Let p > 2. Put s = |logy(p)|, and let
B(Uy1,...,Utsy.- ., Upty ..., Urs)
be a Boolean function satisfying
|0 if & 1s a square in F,
B(u1, ..., utsy -y Urt, -y Urs) = {1 if & is a non-square in Fy,

where ki—1 = up + w2 + ... + ;5257 with u;; € {0,1} for 1 < j < s,
1 <i<wr, and k € Kgs \ {0}. Then spr(B) is at least of the order of
magnitude O(q1/4), where the implied constant depends only on 7.
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Proof. Define the integer a by 2* > (spr(B) 4+ 1)//7 > 2¢=1 and put
M ={0,...,2¢ = 1}"\ {(0,...,0)}. For each m = (my,...,m,) € M we
consider the function
Bm(Ullv cee Ul,s—m SRR UT‘17 ceey Ur,s—a)

= B(U117 DR U].,S—a7ml].7 e 7m1a7 ctcy U’f‘la cety UT,S—a7mTla e 7mra)a
where m; = mj1 + ... + m;2% 1 with m;; € {0,1} for 1 < j < a and
1< <r.

The number of distinct monomials in Uyy, ..., Ut s—a,.--,Ur1, ..., Urs—a
occurring in all the B,, does not exceed spr(B). Since |M| = 2% — 1 >
spr(B) we can find a non-trivial linear combination

Z cmBm(Uit, - Uls—ar- - Upty oo, Ups—a)  with ¢, € Fy for m € M,
meM
which vanishes identically.

Let x be the quadratic character of ;. By the condition of the theorem

we have

x(&) = (=1) Bt tiseurt i) for e Kgs \ {0}
Put K = 2579 Then for k = kg +kip+... + k._1p" "' € K we have
TT x((ko +ma27")Bo + .. + (k1 + M2 %) Bmy)
meM

_ (_]_)Zme./\/l EmBm (U1150-,UT,s—ayeesUrlseoyUr,s—a) 1
and thus
7= X( IT (ko +ma27 )80+ .+ (ke + mrQS_“)ﬁr—l)cm>'
keEKk meM
Hence, for r = 1 Corollary 1 yields

2570 < 2.2.25/2pl/4

and thus

2% > (.45 - 28/2p~ /% > 0.31p"/2.
Hence,
(7) spr(B) > 271 —1 > 0.15p"/* — 1.

For r > 2 Corollary 1 yields
2(s—a)r < (31/7"+T)2(s—a)(r—1)2ap1/2‘

Hence,

2% > (317 ) tpT P2 > 27 3 )l
and thus
(8) (Spr(B) + 1)1/7' 2 20,71 Z 273/2(31/1" + 7’)71/2])1/47

which yields the assertion. m
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Using this bound we obtain the following bound on the degree of the
Boolean function B.

COROLLARY 2. Under the conditions of Theorem 2 for any r > 1 and
any € > 0 there exists a po(e,r) such that for all p > py we have

deg(B) > (0.04 — ¢)rs.

Proof. Put n = deg(B). Since otherwise the corollary is trivial we may
suppose 2n < rs. Obviously,

spr(B) < Z <r;> < grsH(n/(rs))
=0

by van Lint [5, Theorem 1.4.5], where H(z) = —zlogy(z)—(1—z)logy(1—x)
for 0 < 2 < 1/2 denotes the binary entropy function. Equations (7) and (8)

yield
H(ﬁ) Sl,¢c
7S 4 s
with a constant ¢ < 0 depending only on r and thus
n>(0—¢e)rs forp> po,
where 6 > 0.04 denotes the solution of H(z) =1/4.

REMARKS. 1. Theorem 2 and Corollary 2 can be improved if 2 is a non-
square in Fg, i.e. if and only if ¢ = £3 mod 8. Then we define F(Uiy,...,
Uis—1,---,Ur1,...,Urs-1) by

F(Uit,...,Uis-1,...,Ur1, ..., Ups—1)

= BUi1,...,U15-1,0,...,Up1,...,Up 5-1,0)
+ B(O, Uii,..., U175_1, e 0,0, -0 Ur,s—l)-

We have F(uir,...,U1s-1,--.,U1,...,Urs—1) = 1 for every non-zero
& with £ € Kgs-1 since exactly one of § and 2§, is a square in [F,.
With F(0,...,0) = 0 (which does not depend on the ambiguous value of
B(0,...,0)) we get

F(Un,...,Urs1)= [ Q+Uy)+1
1<i<r
1<j<s—1

From the definition of F' we have
deg(B) > deg(F) =r(s—1)

and

spr(B) 2 [0.55pr(F)] = [0.5(27 ) — 1) = 276071 > L

For r = 1 these results were derived by Shparlinski [10, Section 6].
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2. In the same way as in the proof of Shparlinski [10, Theorem 6.2] one
can use Corollary 2 to deduce a lower bound for the depth d of bounded
fan-in Boolean circuits representing the rightmost bit of ind, (&) for all
k € Kas \ {0} in case of arbitrary r:

d > logy(rs) + O(1).
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