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How strong can primes be
by

PiNc X1 (Xi'an)

1. Introduction. Inthe RSA algorithm, one usually generates the mod-
ulus n by some primes p, ¢ with certain properties which do not permit one
to factorize n easily. Among the algebraic-group factorization algorithms,
we would like to mention Pollard’s p — 1 algorithm [Po| and Williams’ p+ 1
algorithm [Wil|, which work well if p — 1 and p + 1 have only small prime
factors. To defend against factoring attacks, it is suggested that one uses
strong primes to construct RSA schemes (see [RS] for a nice survey).

A prime number p is said to be strong if p + 1 has a large prime factor
q, p — 1 has a large prime factor ¢/, and ¢’ — 1 has a large prime factor ¢”.
More precisely, we call a prime p (01,02, 03)-strong if

p+ 1 has a large prime factor g > p’t;
p — 1 has a large prime factor ¢’ > pP2:
¢’ — 1 has a large prime factor ¢” > p%.

In practice, it is difficult to characterize the above three properties simulta-
neously and only a subset of such restrictions is usually required.

Gordon [Go] published an algorithm to find strong primes if the lengths
of ¢ and ¢’ in bits are approximately half the length of p and the length of ¢”
is slightly less than that of ¢/. In particular, he showed that finding strong
primes requires only 19% more work than the naive algorithm for finding
random primes. Gordon’s method is effective in practice; however, theoret-
ically it is difficult to decide whether there exist such strong primes p of a
given number of bits. If one accepts 63 = 0, the answer is affirmative [Me]:
the proportion of (1/2,1/2,0)-strong primes is at least 1/8.
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In this paper, we may capture primes which are stronger than [Me] the-
oretically by appealing to the Brun—Titchmarsh theorems on average (see
Lemma [3.2) below).

THEOREM 1.1. There are a positive proportion of primes that are
11 1
(33> T215) -strong.

THEOREM 1.2. There are a positive proportion of primes that are
(% + %, % + %,0)—stmng.

2. Chebyshev—Hooley method. We start from the evaluation of the
weighted sum

H(X) =" log(p+1)log(p—1).
p<X

The following proposition is an immediate consequence of the Prime Number
Theorem.

LEMMA 2.1. For sufficiently large X, we have
H(X)=XlogX (1+0(1)).
On the other hand, as in the Chebyshev—Hooley method, we invoke the
identity

(2.1) ZA(m) = logn,

so that
ZZAZI Zloglg—l ZAZ?’
p<X I1|p+1 Is|la—1

Here and in what follows, we may suppose l3 is at least 3 so that the loga-
rithm factor in the denominator does not vanish, and for Iy = 2 the logarithm
factor cancels out with the convolution of A.

Set
(2.2) Ly=X%  j=1,23.
We wish to find a positive lower bound for the quantity

=D > Al Y Al) Y Als).

p<X li|p+1 I2|p—1 I3lla—1
Ih1>11 lo>Lo I13>L3

In fact,
(2.3) H(X)— A(X) < Aj(X) + Ax(X) 4+ A3(X) — A4(X),
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where

=3 At > loglg—l > Adly),

p<X l1|p+1 lolp—1 I3|la—1
L1 <Ly
X) = Al A(l3)
=2 2 A Zloglg_l > Als),
p<X l1|p+1 lalp—1 I3]la—1
12<Lg
A(l A(l3)
=2 2 AW X 10g 2_1 > Als),
p<X li|p+1 l2|p—1 l [la—1
la>Lo 13<L3
A(ly) A(l3).
=2 2 AW X log 12_1 > Als)
p<X li|p+1 l2|p—1 l [lo—1
l1<L1 l2§L2

The following proposition collects the evaluations of A;(X), j = 1,2,3,4.

ProrosiTioN 2.2. With the mnotation in and for sufficiently
large X, we have
0;
A, (X) < {;+ § C(H)dG}XlogX(1+o(1)), i=1,2,

1/2

1

A3(X) <63 |

02

A4(X) > X log X (14 0(1)),

where C(0) is defined later in Lemma

c®)

7 df - Xlog X (1+ o(1)),

From Lemma Proposition and one may derive a lower bound
for A(X) and one can see its dependence on the parameters 6,0s,63. In
particular, we can take #; = 65 = 1/2 and choose 65 as large as possible
such that A(X) > Xlog X. The details will be given in Sections |4| and
A sketch of the proof of Theorem [I.2] will be given in Section [6]

3. Primes in arithmetic progressions. Let g be a positive integer
and (a,q) = 1. We are interested in the counting function of primes

m(x;q,a) = Z 1.

p<w
p=amod q

The celebrated Bombieri—Vinogradov Theorem can be stated as follows:
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LEMMA 3.1. For any A > 0, there exists some constant B = B(A) > 0
such that

1 x
m(z;q,a) — ——=m(z;1,1)| < Tog )"

©(q)

E max

k) =1
g<a1/2[(log )8 0

where the implied constant depends only on A.

The Bombieri—Vinogradov Theorem yields an asymptotic formula for
7(x;q,a) on average for ¢ < x1/2/(log x)B. In many applications, one re-
quires an asymptotic evaluation for 7(x; ¢, a) with ¢ reasonably large, and
sometimes numerical inequalities, instead of asymptotic formulae, offer a

good choice. Setting ¢ = 2%, one may expect, as © — 400, that
(1) (:0,0) < {C(0) + 0(1)} 1=
: m(x;q,a) < 0 —
o(q) logx

for 6 large with some C'(#) > 0. This is called the Brun—Titchmarsh theorem
since Titchmarsh was the first who proved the existence of such C(0) via
Brun’s sieve. By a careful application of Selberg’s sieve, van Lint & Richert
[LR] showed that C(#) = 2/(1 — ) is admissible for 6 € (0,1), uniformly
in (a,q) = 1. This was later sharpened in a series of papers of Motohashi,
Iwaniec, Friedlander—Iwaniec [Mo, Iw, [F1], and others.

On the other hand, motivated by the problem of greatest prime factors
of shifted primes, Hooley [Holl, [Ho2l, [Ho3| initiated to bound = (z; ¢, a) from
above with an extra average over ¢q. The subsequent improvement is due to
Iwaniec [Iw], who combined Hooley’s argument with his bilinear remainder
terms in linear sieves. Thanks to the work of Deshouillers & Iwaniec [DI1]
on the control of sums of Kloosterman sums, one can do much better on the
level of linear sieves—see e.g. Deshouillers-Iwaniec [DI2], Fouvry [Foll, [Fo2],
Baker—-Harman [BH]. However, due to the use of the “switching-moduli”
trick, the residue class a is usually assumed to be fixed.

Let w be the Buchstab function defined by

0 for0<ux<l1
- = ’ D' (u) = w(u—1) f 9.
w(u) {1 for1<u<2, (u Jw' (u) = w(u ) for u >

We recall the Brun—Titchmarsh theorem on average as given in Fouvry [Fo2,
Théoréme 3] with corrections in [BH| Section 4].

LEMMA 3.2. Let A > 0 and a # 0. For sufficiently large Q = X?
with 0 € [1/2,1), the inequality (3.1) holds for q € (Q,2Q] with at most
04(Q(log Q)~4) exceptions, where C(0) satisfies
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max{3/7,(5—30)/8} 1/2
PECEY

Wi—

3(1-0) 1-

SS w((l *tl *tg *753)/153)

dty dts dts
titots(1 —t] — to — t3)

for 0 € [1/2,17/32) with £2(0) = {(t1,t2,t3) : (5—80)/6 < t3 <ty < t; <
%(1 —0)}, and

it —log (220 if 6 € [17/32,4/7),
o130 if 0€[4/7,3/5),
=5 if 0 €1[3/5,5/7),
C(0) = 15 if 0¢€[5/7,3/4),
2 if 0€3/4,5/6),
=B if 6 €[5/6,9/10),
5 if 6€19/10,1).

4. Proof of Proposition

4.1. Upper bounds for A;(X) and As(X). Recalling the convolution

, we have
AX) =" > Al) D All)

p<X l1|p+1 la|lp—1
1<

=Y log(p—1) Y A(h)

p<X Iy |p+1
1<y

< (log X) Y A(l)m(X;lh, —1).

<l

Set X” = X'/2exp(—+/Tog X). For I; < X°, we appeal to the Bombieri-
Vinogradov Theorem, and for X” < I} < L1, the Brun-Titchmarsh theorems
are applied, so that

A(X) < C1 X log X (14 0(1)),

where
01

+ | c)a.
1/2

C =

N | —
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Similarly, we have

Zlogp+1 ZAZQ (log X + O(1 Z/llz (X;12,1).

p<X la|lp—1 19<Lo
12<Lo
Thus
TR
A3(X) < CpXlog X (1 +0(1) with Cp = + | c(o)ado.
1/2

4.2. Upper bound for A3(X). Firstly, we may write

= log(p+1) Z e 52—1) > Al)

p<X I3lla—1
12>L2 13§L3
<ogX+0) Y Aty Y AR _ixa,),
log(ls — 1) T
13<Ls Lo<lo<X
lo=1modl3

Let B be a reasonably large number. For X/(log X)? < Ly < X, the Brun-
Titchmarsh theorem, (3.1)) say, yields

A(l
log X > A(ls) > ”<2>1W(X;12,1)
= . = og(la — 1)
3<L3 /(log X)P<La<X
lo=1modls
A(l
«xTaw S o
13<Ls X/(log X)B<La<X 2 P2
lgElmOdlg
A(l
<X Z (lz) < Xloglog X,
X/(log X)B<Lo<X #ll2)

where we have used the Mertens Theorem in the last inequality. We now
restrict lo to Ly < Iy < X/(log X)®. From Lemma [3.2 we derive that

A(l logl
X)X D Als) 3, logaz—(21)>so<zg>c<1o§§>(”o(”)

l3<Ls Lo<la<X/(log X)B
l2=1modl3

+ O(X loglog X).
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From the Bombieri—Vinogradov Theorem, it follows that
A(l3) A(lo) log I
A(X) <X D > C (1+0(1))
I3<Ls (p(lg) Ly<la<X/(log X)B 10g(l2 B 1)@@2) logX
(I2,l3)=1
+ O(X loglog X)
¢ C(0)

=03 | —y 0 Xlog X (1+ (1))
02

as stated.

4.3. Lower bound for A4(X). We have

A(X) =0 Al) Y All)

P<X I1|p+1 la|p—1
<Ly 12<Ly

=) > AWl Y. 1

l1<L112<Ls p<X
p=—1mod [
p=1modls

> 30 ) AW A)T(X, iz, (1, 1)),
11<Ly112<Lo
(l1,l2):1
where §(l1,l2) = —1 mod 1 and = 1 mod ls. As in [Me], we conclude from
the Bombieri—Vinogradov Theorem that

Ay(X) > £X log X (14 0(1)).

5. Proof of Theorem We now assume 6 = 03 = 1/2. From
Lemma [2.1 and Proposition one has

H(X)—-A(X) <CXlog X (14 o(1)),

where .
7 C(0)
C=- —=db.
3 + 63 S 0 df
1/2
Theorem [I.T] then follows by choosing 63 as large as possible such that C' < 1.
For 1/2 < 6 < 17/32, we borrow the evaluations of Fouvry [Fo2| p. 405]:

2436
3—-360

C(0) <1+log2+ |
2

ritu (1 (- m(85)) ) - wta

1+log(t—1) it — C*(6)
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where
3(140)(1—0
C*(0) = 10g(4(9(502(39)))7 1/2 <60 < 11/21,
log(XL0)  11/21 <6 < 17/32.
Hence
17/32 17/32 LRI =
| Oég)dgg(1+10g2) | %+ [ Hbgt(t—ﬂdt
1/2 1/2 1/2 2
_Hgml 3(1+0)(1-0) d0_17§321 4(1-6)\ do
B\T06-30) )0 ®\"30 )
1/2 11/21
+17§323 L (1 tog(BO=DYY d9_17§325d9
0(5—80) *\5(-30) 30(1—0)
1/2 1Ja
=0.124593. ...

On the other hand, we find

1
S Cée)dezl.64682....
17/32

Therefore,

C < 7/8+ 1.7714205,

which is smaller than 1 if we take 63 = 7'z ~ 0.070522.

6. A sketch of the proof of Theorem To prove Theorem

we write
HX)=) > Al) Y Al)

p<X Iy |p+1 lalp—1
and seek a positive lower bound for
B(X):=Y_ > Al) Y All).
p<X Iy |p+1 lalp—1
I >1L4 lo>Lo

The inclusion-exclusion principle implies

H(X) = B(X) = By(X) + Ba(X) — By(X),
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where

S Y ) Y A

p<X I1|p+1 la|p—1
<Ly
=D > AM) Y Al),
p<X l1|p+1 l2|p—1
1o<Lo
-Y Y a0 Y At
p<X l1|p+1 l2|p—1
l1<L1 12<L2

Note that Bj(X) = A;(X) for j = 1,2 and B3(X) = A4(X). Recalling
the notation in , we then have
9.
1 J
Bj(X) < {2 + S C(9) dO}XlogX (I+o0(1), j=1,2,
1/2
and
B3(X) > £ X log X (14 o(1)).

It now follows that
91 92

H(X) - B(X) < {; + | codo+ | o) dH}XlogX (14 o(1)).
1/2 1/2
For 6 = 03 = 1/2 4 1/36, one may check
7 % o 7
gt | coydo+ | c(o)do < g T01249 <1,
1/2 1/2

This proves Theorem

7. Concluding remarks. Based on Pollard’s p — 1 and Williams’ p+1
algorithms, Bach and Shallit developed techniques for factorizations by
assuming that any kth cyclotomic polynomial @4(p) has no large prime
factors. Note that the first several cyclotomic polynomials are given by
@1()—])—1@2( ) —p+1 @3()_]7 +p+1and<254()—p + 1. In
the spirit of Theorems [1.1] and [T.2] one should consider the greatest prime
factors of @ (p) with p satlsfylng some other difficult factorizations. Quite
recently, in a joint work with Wu [WX2], we have been able to prove that
there are a positive proportion of primes p such that ®4(p) has a prime
factor at least p®®47 and the method also applies to other quadratic ir-
reducible polynomials; this is based on our previous work on a quadratic
extension of Brun-Titchmarsh theorems [WXI]. It would be quite interest-
ing to extend Theorems and to the cases of cyclotomic polynomials
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by appealing to the Brun—Titchmarsh theorem developed in [WX1], as well
as its generalizations.
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